
 
 

 

Agenda 
Board of Trustees  
May 9, 2019 | 8:30-11:30 a.m. Central 
(Please note the Schedule may be adjusted real-time should meetings conclude early and/or extend past their scheduled end time.) 
 
The Ritz-Carlton, St. Louis 
100 Carondelet Plaza 
St. Louis, MO 63105  
  
Conference Room: Ritz-Carlton Ballroom (Lobby Level) 
 
Call to Order 
 
NERC Antitrust Compliance Guidelines 
 
Introductions and Chair’s Remarks  
 
Consent Agenda – Approve 

1. Minutes*  

a. February 7, 2019 

2. Committee Membership and Charter Amendments* 

a. Critical Infrastructure Protection Committee Membership 

b. Reliability Issues Steering Committee Membership 

c. Compliance and Certification Committee Membership 

d. Planning Committee Membership 

e. Standing Committee Charter Amendments 
 
Regular Agenda 

3. Remarks and Reports 

a. Remarks by Bernard McNamee, Commissioner, FERC 

b. Remarks by Bruce Walker, Assistant Secretary, DOE 

c. Remarks by by David Morton, CAMPUT Representative to NERC 

d. President’s Report 

e. Report on May 7, 2019 Board of Trustees and Regional Board Officers Joint Meeting  

f. Report on Board of Trustees May 7, 2019 Closed Session  

4. Board Committee Reports 

a. Corporate Governance and Human Resources 
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b. Compliance 

c. Finance and Audit 

i. 2018 Financial Statement Audit Results  ̶  Accept 

ii. 1st Quarter 2019 Unaudited Results of Operations  ̶  Accept 

d. Enterprise-wide Risk 

e. Technology and Security 

f. Nominating 

g. Report by Trustee Rob Manning on Standards Quarterly Activities 

h. Policy Input and Member Representatives Committee Meeting 

5. Standards Quarterly Report and Actions* 

a. Reliability Standard IRO-002-6 – Reliability Coordination – Monitoring and Analysis  ̶  Adopt 

b. Standards Efficiency Review  ̶  Adopt  

c. CIP-003-8 Cyber Security  ̶  Security Management Controls  ̶  Adopt 

d. Supply Chain Report  ̶  Accept 

6. Other Matters and Reports* 

a. ERO Five-Year Assessment*  ̶  Approve 

b. Reliability Coordinator Function in the Western Interconnection*   ̶ Update 

7. Committee Reports* 

a. Operating Committee 

b. Planning Committee  

c. Critical Infrastructure Protection Committee 

d. Member Representatives Committee 

e. Personnel Certification Governance Committee 

f. Standards Committee 

g. Reliability Issues Steering Committee 

h. Compliance and Certification Committee 

i. Electricity Subsector Coordinating Council 

8. Forum and Group Reports* 

a. North American Energy Standards Board 

b. North American Transmission Forum 

c. North American Generator Forum 

9. Adjournment 

*Background materials included.  



 
 
 
 

Antitrust Compliance Guidelines 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 

 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 

 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 

 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

· Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

· Discussions of a participant’s marketing strategies. 

· Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

· Discussions concerning the exclusion of competitors from markets. 

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 



 
 
 
 
 
 
 
 
 
 

· Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 

 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 

 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 

 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 

 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

· Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

· Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

· Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

· Matters relating to the internal governance, management and operation of NERC, such as 
nominations for vacant committee positions, budgeting and assessments, and employment 
matters; and procedural matters such as planning and scheduling meetings. 
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DRAFT Minutes  
Board of Trustees 
February 7, 2019 | 8:30 a.m.–12:00 p.m. Pacific 

westdrift Manhattan Beach, Autograph Collection 
1400 Park View Avenue 
Manhattan Beach, California 90266 

Call to Order 
Mr. Roy Thilly, Chair, called to order the duly noticed open meeting of the Board of Trustees (the “Board”) 
of the North American Electric Reliability Corporation (“NERC” or the “Corporation”) in Manhattan Beach, 
California on February 7, 2019, at 8:30 a.m. Pacific, and a quorum was declared present. The agenda is 
attached as Exhibit A.  

Present at the meeting were:  

Board Members 
Roy Thilly, Chair  
Kenneth W. DeFontes, Jr., Vice Chair 
Janice B. Case  
Robert G. Clarke  
Frederick W. Gorbet  
David Goulding  
George S. Hawkins 
Suzanne Keenan  
Robin E. Manning 
James B. Robb, President and Chief Executive Officer 
Jan Schori 
Colleen Sidford 

NERC Staff  
Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary 
Tina Buzzard, Associate Director  
Howard Gugel, Senior Director of Engineering and Standards 
Scott Jones, Senior Vice President, Chief Financial and Administrative Officer, and Corporate Treasurer 
Mark G. Lauby, Senior Vice President and Chief Reliability Officer  
Ken McIntyre, Vice President and Director of Regulatory Programs 
Janet Sena, Senior Vice President and Director of Policy and External Affairs 

NERC Antitrust Compliance Guidelines  
Mr. Thilly noted the public nature of the meeting and directed the participants’ attention to the NERC 
Antitrust Compliance Guidelines included with the advance meeting materials. He stated that any 
additional questions regarding these guidelines should be directed to Mr. Berardesco.  

Agenda Item 1a 
Board of Trustees Meeting 
May 9, 2019 
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Welcoming Remarks 
Mr. Thilly welcomed all of the attendees to the meeting, including the guests in attendance, new trustee 
Colleen Sidford, and Catherine Jereza from the Department of Energy. He thanked David Ortiz of the 
Federal Energy Regulatory Commission (“FERC”) for his service as acting Director of the Office of Electric 
Reliability and welcomed new Director Andy Dodge. Mr. Thilly also thanked Jason Marshall for his service 
as Chair of the Member Representatives Committee (“MRC”). He recognized two past Chairs of the MRC, 
Billy Ball and Steve Naumann, on their retirements. Mr. Thilly also noted staff was working on the 
development of a NERC history.  
 
Consent Agenda 
Upon motion duly made and seconded, the Board approved the consent agenda as follows: 
 
Minutes 
The draft minutes for the December 13, 2018 and November 7, 2018 meetings were approved as 
presented to the Board at this meeting.  
 
Committee Membership and Charter Amendments 
 
Compliance and Certification Committee 
  

RESOLVED, that the Board hereby approves the re-appointments of the following individuals to 
the Compliance and Certification Committee (“CCC”), each for a three-year term ending February 
11, 2022: 

• Martha Henson – Oncor, representing Regional Entity – Texas RE 

• Thomas McDonald – Bonneville Power Administration, representing Federal/Provincial 
Utility/Power Authority 

 
Reliability Issues Steering Committee 
 

RESOLVED, that the Board hereby approves the appointments of the following individuals to the 
Reliability Issues Steering Committee (“RISC”) as follows: 
 

Name Title and Company Term Ending 
Nelson Peeler, Chair Chief Transmission Officer, Duke Energy January 31, 2021 

Brian Slocum, Vice Chair Vice President of Operations and NERC 
Compliance Officer, ITC Holdings 

January 31, 2020 

Peter Brandien, At-Large Member Vice President of System Operations, ISO New 
England 

January 31, 2021 

Teresa Mogensen, At-Large 
Member 

SVP Energy Supply (Generation), Xcel Energy January 31, 2021 

JoAnn M Thompson, At-Large 
Member 

Vice President, Asset Management, Otter Tail 
Power Company 

January 31, 2021 

Tom Galloway, At-Large Member CEO, North American Transmission Forum January 31, 2021 
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David Robitaille, At-Large 
Member 

Director of Market Operations, IESO January 31, 2021 

Erik Takayesu, At-Large Member Vice President of Transmission, Substations and 
Operations, Southern California Edison 

January 31, 2021 

John Stephens, At-Large Member Director of Power System Control, City Utilities 
of Springfield 

January 31, 2021 

Jason Marshall, MRC  Executive Vice President, Transmission and 
Regulatory Affairs, Wabash Valley Power 
Association 

January 31, 2021 

Carol Chinn, MRC Member Regulatory Compliance Officer, Florida 
Municipal Power Agency 

January 31, 2021 

Brian Evans-Mongeon, Planning 
Committee Chair 

President and Chief Executive Officer, Utility 
Services 

January 31, 2020 

Andrew Gallo, Standards 
Committee Chair 

Director, Reliability Compliance, Austin Energy January 31, 2020 

Patti Metro, Compliance & 
Certification Committee Member 

Manager, Transmission & Reliability Standards, 
National Rural Electric Cooperative Association 

January 31, 2020 

David Zwergel, Operating 
Committee Vice Chair 

Senior Director, Regional Operations, 
Midcontinent ISO 

January 31, 2020 

Chuck Abell, Critical Infrastructure 
Protection Committee Member 

Supervising Engineer, Transmission Technical 
Support, Ameren 

January 31, 2020 

 
Operating Committee 
 

RESOLVED, that the Board hereby approves the amended Operating Committee (“OC”) charter, 
substantially in the form presented to the Board at this meeting, to replace the OC charter 
approved by the Board on November 9, 2017. 

 
Regular Agenda 
 
Remarks by Kevin Payne, CEO, Southern California Edison 
Mr. Thilly introduced Mr. Payne of Southern California Edison. Mr. Payne remarked that California is 
moving towards an energy future that he believes will spread from California across the country. He 
described Southern California Edison’s service territory and infrastructure and noted the importance of 
understanding how the public views the utility’s work.  
 
Mr. Payne noted that 2018 had the most wildfire damage in history. He remarked that California utilities 
face liability for fire damages caused by their equipment under the legal doctrine of inverse 
condemnation and noted the regulatory uncertainty regarding cost recovery. Mr. Payne discussed efforts 
that are underway to reduce the risk of wildfires, including better weather forecasting, more aggressive 
tree trimming, and shutting off power for safety reasons. Mr. Payne also discussed California’s clean 
energy goals and Southern California Edison’s efforts and goals. He discussed the integration of renewable 
resources and the need for continued collaboration to ensure reliability. Mr. Payne then discussed the 
challenge of cybersecurity and the need for continued collaboration on comprehensive approaches to grid 
security.  
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Remarks by Catherine Jereza, Deputy Assistant Secretary, U.S. Department of Energy (“DOE”) 
Mr. Thilly introduced Ms. Jereza of DOE. Ms. Jereza remarked upon the long-term partnership between 
NERC, FERC and DOE in ensuring resilience and reliability. She also highlighted recent DOE projects and 
funding opportunities and referenced an upcoming DOE/FERC technical conference on security issues.  
 
Remarks by David Morton, CAMPUT Representative to NERC 
Mr. Thilly introduced Mr. Morton. Mr. Morton complimented NERC on its outreach program to Canadian 
regulators and expressed appreciation for the proposed regional Variance to the GMD planning standard, 
Reliability Standard TPL-007-3. He discussed the challenges of applying a one-size-fits-all approach to 
Canadian-specific matters due to the provincial regulatory structure in place in Canada. Mr. Morton also 
reported that BC Hydro has applied to become a Reliability Coordinator and that WECC will assist in the 
certification process.  
 
President’s Report 
Mr. Robb acknowledged the passing of former FERC Chairman Kevin McIntyre and asked for a moment of 
silence. He also acknowledged that Commissioner Cheryl LaFleur reported that she will not seek a third 
term, and he stated that NERC will miss her focus on reliability and leadership.  
 
Mr. Robb then provided an update on his four areas of focus: (1) Reliability Coordinator issues in the 
West; (2) integration of new technologies; (3) the changing resource mix; and (4) cyber and physical 
security, including the E-ISAC. Mr. Robb stated that he was pleased at the level of support for the E-ISAC 
and its strategic plan, and he highlighted the expanded interaction with Canadian entities, the importance 
of CRISP and new technologies, and the emphasis NERC places on the confidentiality of cyber information. 
He acknowledged that there have been growing pains, such as with some aspects of the December 2018 
critical broadcast call, but he noted that NERC and DOE continue to recognize the importance of their 
relationship.  
 
Mr. Robb remarked that, with changes and leadership and structure, the ERO Enterprise has a real 
opportunity to improve operations and increase collaboration. He reported that the 2018 annual report 
would be posted after the meeting. 
 
Tim Gallagher, Vice Chair of the ERO Executive Management Group, discussed the work of this group to 
move towards an integrated vision. He highlighted the new CMEP technology tool, now known as “Align”, 
as an example of how the ERO Enterprise can work together. Mr. Gallagher also remarked upon the 
outstanding performance of industry during the recent polar vortex.  
 
Mr. Thilly noted the Board’s support of Mr. Robb’s leadership and his focus on a collaborative culture. He 
also noted the Board’s gratitude for NERC staff during the transition and thanked industry for their 
support. 
 
Report on Board of Trustees February 5, 2019 Closed Session 
Mr. Thilly reported that before the open meeting, as is its custom, the Board met in closed session with 
NERC management, and subsequently in executive session without NERC management, to review NERC 
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management activities. In these sessions, the Board discussed confidential matters, including contract, 
personnel and security issues. The Board also discussed legal issues.  
 
Board of Trustees Self-Assessment Results 
Mr. Thilly reported on the results of the recent Board of Trustees Self-Assessment. No additional 
comments were provided from the Board. 
 
Election and Appointment of Board Chair and Vice Chair, Board of Trustees Committee 
Assignments and NERC Officers 
Mr. Clarke presented the recommendations for Board officers, NERC officers, and committee 
assignments. After discussion, and upon motion duly made and seconded, the Board approved the 
following resolutions: 
 

RESOLVED, that the Board, upon recommendation of the Corporate Governance and Human 
Resources Committee (“CGHRC”), hereby elects the following officers of the Corporation for 2019: 

• Roy Thilly, Chair 

• Janice Case, Vice Chair 

• James B. Robb, President and Chief Executive Officer 
 

FURTHER RESOLVED, that the Board, upon recommendation of the President and the CGHRC, 
hereby appoints the following individuals as officers of the Corporation for 2019:  

• Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary  

• Scott Jones, Senior Vice President, Chief Financial and Administrative Officer, and 
Corporate Treasurer  

• Mark G. Lauby, Senior Vice President and Chief Reliability Officer  

• Janet Sena, Senior Vice President and Director of Policy and External Affairs  

• Stanley Hoptroff, Vice President, Chief Technology Officer, and Director of Information 
Technology  

• Bill Lawrence, Vice President, Chief Security Officer, and Director of the E-ISAC 

• Kenneth McIntyre, Vice President and Director of Regulatory Programs 

• Sonia Mendonca, Vice President, Deputy General Counsel, and Director of Enforcement  

• James Merlo, Vice President and Director of Reliability Risk Management  
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FURTHER RESOLVED, that the Board, upon recommendation of the CGHRC, hereby approves the 
2019 Board Committee Assignments, as presented to the Board at this meeting. 

 

Corporate Governance and Human Resources  Finance and Audit 
Kenneth W. DeFontes, Jr., Chair                                          Robert G. Clarke, Chair 
Robert G. Clarke                                                       Janice B. Case 
Robin E. Manning                                                            David Goulding                                                        
Jan Schori                                                               Colleen Sidford 
Roy Thilly, ex officio       Roy Thilly, ex officio 
 
Compliance Committee                                                               Technology and Security 
Jan Schori, Chair                                                 George S. Hawkins, Chair 
Frederick W. Gorbet                                                Janice B. Case 
George S. Hawkins                                                       Kenneth W. DeFontes, Jr. 
Robin E. Manning                                                     Suzanne Keenan 
Roy Thilly, ex officio       Roy Thilly, ex officio 
 
 
Enterprise-wide Risk      Nominating 
David Goulding, Chair      Suzanne Keenan, Chair                                     
Robert G. Clarke      Robert G. Clarke 
Frederick W. Gorbet      Kenneth W. DeFontes, Jr.                            
Suzanne Keenan                                                       David Goulding 
Colleen Sidford      George S. Hawkins 
Roy Thilly, ex officio       Robin E. Manning 

Jan Schori 
Colleen Sidford 

     
MEC Liaison 
George S. Hawkins 
 
ESCC Observer 
Roy Thilly (if feasible) 
 
Board Standards Liaison 
Robin E. Manning 
 
International Liaison and New Member Mentor 
Frederick W. Gorbet 
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Board Committee Reports 
 
Corporate Governance and Human Resources Committee 
Mr. Clarke, Committee Chair, reported on the Committee’s open meeting held on February 6, 2019. He 
then presented the 2019 ERO Enterprise Dashboard and Work Plan Priorities. Mr. Thilly noted that the 
Dashboard is a work in progress, with Mr. Lauby leading the effort. Mr. Clarke noted the importance of 
the policy input provided by the MRC and that it was reflected in revisions. After discussion, and upon 
motion duly made and seconded, the Board approved the following resolution: 
 

RESOLVED, that the Board, upon recommendation of the CGHRC, hereby approves the 2019 ERO 
Enterprise Dashboard and ERO Work Plan Priorities, as presented to the Board at this meeting. 

Mr. Clarke reported that the CGHRC reviewed Mr. Robb’s performance review. He also reported that the 
CGHRC was recommending an amendment to its mandate to reflect its duties with respect to Board 
committee membership. Upon motion duly made and seconded, the Board approved the recommended 
amendment in the form presented.   
 
Compliance Committee 
Ms. Case, Committee Chair, reported that the Committee met in closed session on February 5, 2019 with 
Compliance Monitoring and Enforcement Program teams from all of the Regional Entities. She also 
reported that the Committee met in open session on February 6, 2019 and noted the annual report.  
Ms. Case reflected on the significant accomplishments achieved by the ERO Enterprise during her tenure 
as Chair of the Committee.  
 
Finance and Audit Committee 
Ms. Schori, Committee Chair, reported on the closed and open meetings of the Committee held on 
February 5, 2019 and February 6, 2019, respectively.  
 
She presented the 2018 Year-End Unaudited Results of Operations for the Board’s acceptance. Upon 
motion duly made and seconded, the Board approved the following resolution: 

 
RESOLVED, that the Board, upon recommendation of the Finance and Audit Committee, hereby 
accepts the 2018 NERC, Combined ERO Enterprise, and Regional Entity Unaudited Results, as 
presented to the Board at this meeting. 

 
Enterprise-wide Risk Committee 
Mr. Goulding, Committee Chair, reported the Committee met in closed session on February 5, 2019. At its 
meeting, the Committee reviewed: (i) CCC activities; (ii) the status of the 2018 audit plan, which is mostly 
completed, and status of management responses; (iii) the status of the 2019 audit plan; and (iv) E-ISAC 
internal controls.  
 
Technology and Security Committee 
Mr. Hawkins, Committee Chair, reported that the Committee met in open session on February 6, 2019 to 
discuss items including: (i) the Committee’s work with the E-ISAC Member Executive Committee on the E-
ISAC strategic plan, particularly Canadian engagement efforts; and (ii) an update on ERO technology 
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efforts, including the Align CMEP technology project, the entity registration tool, and the situational 
awareness tool (“SAFNR”). 
 
Nominating Committee 
Mr. Gorbet, Committee Chair, expressed his thanks to the Committee and welcomed Ms. Sidford as the 
new trustee.  
 
Report by Vice Chair on Standards Quarterly Activities 
Mr. DeFontes reported on the recent Standards Committee conference calls and meetings, including the 
Committee’s action to accept the Standard Authorization Request to address inverter-based resource 
performance in Reliability Standard PRC-024. 
 
Standards 
Mr. Gugel provided an update regarding the Standards Efficiency Review, noting that work is formally 
underway on the first phase of the project to retire standard requirements and that the ballot process is 
expected to begin in the first quarter of 2019. He reported that the second phase of the project is also 
underway; this second phase will consider the CIP standards, alternatives to retirement, and 
recommendations for other changes to avoid the need for future reviews.  
 
Mr. Gugel then presented on several Reliability Standards-related projects. After discussion, and upon 
motions duly made and seconded, the Board approved the following resolutions:  
 
Reliability Standard TPL-007-3 – Transmission System Planned Performance for Geomagnetic 
Disturbance Events 
 

RESOLVED, that the Board hereby adopts the proposed Reliability Standard TPL-007-3, as 
presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the associated implementation plan, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standard, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standard TPL-007-2, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Reliability Standard CIP-008-6 – Cyber Security – Incident Reporting and Response Planning 
 

RESOLVED, that the Board hereby adopts the proposed Reliability Standard CIP-008-6, as 
presented to the Board at this meeting. 
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FURTHER RESOLVED, that the Board hereby approves the associated implementation plan, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Reliability Standard, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability 
Standard CIP-008-5, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Regional Reliability Standard IRO-006-WECC-3 – Qualified Path Unscheduled Flow (USF) Relief 
 

RESOLVED, that the Board hereby adopts the proposed Regional Reliability Standard IRO-006-
WECC-3, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the associated implementation plan, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation 
Severity Levels for the proposed Regional Reliability Standard, as presented to the Board at this 
meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Regional 
Reliability Standard IRO-006-WECC-2, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 
 

Revised Effective Date for Retirement of Regional Reliability Standard PRC-004-WECC-2 – Protection 
System and Remedial Action Scheme Misoperation 
 

RESOLVED, that the Board hereby approves the revised effective date of January 1, 2021 for the 
retirement of Regional Reliability Standard PRC-004-WECC-2, as presented to the Board at this 
meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolution. 

 
Mr. Thilly noted that NERC will be seeking policy input on the cybersecurity supply chain risks report.  
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Other Matters and Reports 
 
Approvals in Connection with the Termination of the Regional Delegation Agreement with Florida 
Reliability Coordinating Council, Inc. 
Mr. McIntyre presented the proposal to terminate the Regional Delegation Agreement with Florida 
Reliability Coordinating Council, Inc. and transition its Registered Entities to SERC, referencing the detailed 
material included in the advance agenda package. After discussion, and upon motion duly made and 
seconded, the Board approved the following resolutions: 
 

Termination Agreement between FRCC and NERC 
 

WHEREAS, on October 30, 2018, the Florida Reliability Coordinating Council, Inc. (“FRCC”) Board of 
Trustees voted to wind down the FRCC Regional Entity (“FRCC RE”) effective July 1, 2019; 
 
RESOLVED, that the Board hereby authorizes NERC management to enter into a termination 
agreement for the Amended and Restated Delegation Agreement (“RDA”) between NERC and 
FRCC in terms substantially similar to those presented to the Board at this meeting, together with 
such changes as are approved by NERC’s Chief Executive Officer. 
 
FURTHER RESOLVED, that each of NERC’s Chief Executive Officer and General Counsel, are hereby 
authorized to execute and deliver, on behalf of NERC, the termination agreement.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolutions. 

 
Transfer of FRCC Registered Entities to SERC, Amendments to SERC RDA, and Amendments to 
SERC Bylaws 
 
WHEREAS, FRCC RE has geographic and electrical boundaries with only one existing Regional 
Entity, SERC Reliability Corporation (“SERC”), and that the transfer of FRCC RE Registered Entities 
to SERC will have no impact on the operation of those Registered Entities;  
 
WHEREAS, SERC expects an increase in current and future staffing and resources to accommodate 
the addition of former FRCC RE Registered Entities, and there will be no gaps in oversight of 
compliance monitoring and enforcement activities of the transferring Registered Entities; 
 
RESOLVED, that the Board hereby approves the proposed transfer of all Registered Entities in the 
FRCC RE footprint to the SERC footprint, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that the Board hereby approves the proposed amendments to NERC’s RDA 
with SERC to reflect new geographic boundaries, in terms substantially similar as those presented 
to the Board at this meeting.  
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FURTHER RESOLVED, that the Board hereby approves the proposed amendments to SERC’s Bylaws 
to support integration of former FRCC RE members, as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with applicable regulatory authorities, and take such further actions and make such further filings 
as are necessary and appropriate to effectuate the intent of the foregoing resolutions.  
 
Special Assessment 
 
WHEREAS, NERC proposes to transfer FRCC RE third and fourth quarter assessment funds to SERC 
to accommodate the transfer of FRCC RE registered entities to SERC; 
 
WHEREAS, FRCC owes certain payments to approximately 24 FRCC RE and shared FRCC corporate 
staff (“Retained Employees”) in connection with retention agreements executed as part of the 
deliberations to wind down FRCC RE; 
 
WHEREAS, the vote of the FRCC Board of Trustees to wind down FRCC RE effective July 1, 2019 
accelerated the maturation of FRCC’s obligation to make payments to the Retained Employees to 
August 31, 2019; 
 
WHEREAS, the acceleration of FRCC’s obligation to make payments to Retained Employees 
constitutes an “unforeseen and extraordinary circumstance,” which combined with the transfer of 
FRCC RE third and fourth quarter funds to SERC, will require additional funds prior to the next 
funding cycle;  
 
RESOLVED, that the Board hereby authorizes NERC to issue a Special Assessment on behalf of 
FRCC RE to FRCC RE Load-Serving Entities to fully fund payments to the Retained Employees, as 
presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with applicable regulatory authorities, and take such further actions and make such further filings 
as are necessary and appropriate to effectuate the intent of the foregoing resolution. 

 
Texas Reliability Entity Bylaws Amendments 
Mr. Berardesco presented proposed revisions to the bylaws of the Texas Reliability Entity, referencing the 
detailed materials included in the advance agenda package, and noting the Legal Department’s 
conclusions. Upon motion duly made and seconded, the Board approved the following resolutions: 

 
RESOLVED, that the Board hereby approves the proposed amendments to the Bylaws of the Texas 
Reliability Entity (“Texas RE”), as presented to the Board at this meeting. 
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolution. 
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Reliability Coordinator Function in the Western Interconnection 
Brandon Sudduth, WECC Vice President - Reliability Planning and Performance Analysis, provided an 
update on the western Reliability Coordinator issues. He reviewed the current proposed Reliability 
Coordinator map and transition timelines, reported that a third entity has applied to be a Reliability 
Coordinator, and reviewed standards-related activities related to the transition. Mr. Sudduth also 
reported on NERC and WECC’s engagement efforts, including participation in Reliability Coordinator focus 
groups. 
 
Marie Jordan, President and CEO of Peak Reliability, reviewed Peak’s wind-down activities and efforts to 
help ensure a seamless transition to the new Western Interconnection Reliability Coordinators. She 
reviewed key success factors, as well as key risks, key wind-down dates, and shadow transition activities. 
In response to a question from Mr. Robb, Ms. Jordan noted that work is continuing on addressing seams 
issues between California and Arizona, and she emphasized the importance of remedial action schemes in 
addressing these issues.   
 
Committee Reports 
Representatives of the Standing Committees provided reports to the Board highlighting items from their 
written reports, which had been included with the advance meeting materials.  
 
Operating Committee 
Lloyd Linke, Committee Chair, referenced the written report and highlighted certain items, including the 
Committee’s work on inverter-based resources, its approval of reference documents and guidelines, and 
its work on the western Reliability Coordinator Reliability Plans.  
 
Planning Committee 
Mr. Evans-Mongeon, Committee Chair, referenced the written report and highlighted the Committee’s 
ongoing work on reliability issues related to distributed energy resources, micro-grids, and storage.  
  
Critical Infrastructure Protection Committee 
No report was provided at the meeting. 
 
Member Representatives Committee 
Gregory Ford, Committee Chair, summarized the topics that had been discussed at the February 6, 2019 
MRC meeting, including the election of Colleen Sidford as trustee, policy input, the development of 
special reliability assessments, the draft cybersecurity supply chain risks report, and ERO Enterprise 
effectiveness and efficiency efforts. He expressed his appreciation to the Board for its focus on policy 
input and to Jason Marshall for his prior leadership of the Committee.  
 
Personnel Certification Governance Committee 
Michael Anderson, Committee Chair, provided an update on the activities of the Committee, referencing 
the materials provided in the advance agenda package. He discussed revisions to operator exams. 
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Standards Committee 
Andrew Gallo, Committee Chair, referenced the quarterly report included in the advance agenda package 
and summarized recent Committee activities, including action to accept a Standard Authorization Request 
to address inverter based resources.  
 
He presented the Committee’s 2019 Work Plan to the Board. Upon motion duly made and seconded, the 
Board approved the following resolution: 
 

RESOLVED, that the Board hereby approves the 2019-2021 Standards Committee Strategic Work 
Plan, substantially in the form presented to the Board at this meeting. 

 
Reliability Issues Steering Committee 
Mr. Brandien, former Committee Chair, provided an update on the activities of the Committee on behalf 
of current Chair Nelson Peeler. Mr. Brandien noted the Committee’s focus on the upcoming leadership 
summit. Mr. Thilly thanked Mr. Brandien for his past leadership of the Committee.  
 
Compliance and Certification Committee 
Jennifer Flandermeyer, Committee Chair, referred to the written report included in the advance agenda 
package. She presented the Committee 2019 Work Plan. Upon motion duly made and seconded, the 
Board approved the following resolution: 

 
RESOLVED, that the Board hereby approves the CCC 2019 Work Plan, substantially in the form 
presented to the Board at this meeting. 

 
Electricity Subsector Coordinating Council 
Mr. Robb reported that the ESCC had not met since the November Board meeting. He noted that Bill 
Fehrman will present in May on the U.S. Department of Homeland Security National Infrastructure 
Advisory Council resilience report. Mr. Robb also noted collaboration with the other sectors, including the 
financial sector.  
 
Forum and Group Reports 
 
North American Energy Standards Board (NAESB) 
Michael Desselle, NAESB Chair, referenced the written report and noted that NERC and NAESB continue 
to collaborate on items of mutual interest. He reported that the NAESB board has focused on vendor 
certification in the supply chain, and offered to work with NERC staff on the issue. 
 
North American Transmission Forum 
Roman Carter referenced the written report and highlighted certain items, including the sharing of 
reference documents on the Forum’s public website, the Forum’s work with NERC on issues of mutual 
interest, the Forum’s work on supply chain issues, and efforts to revise the Forum’s Memorandum of 
Understanding with NERC. Mr. Robb provided additional background information on the MOU.  
 
North American Generator Forum 
No report was provided at the meeting. 
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Adjournment 
There being no further business, and upon motion duly made and seconded, the meeting was adjourned.  
 
Submitted by, 

 
Charles A. Berardesco 
Corporate Secretary 
 



 
 

 

Agenda 
Board of Trustees  
February 7, 2019 | 8:30 a.m.–12:00 p.m. Pacific 
(Please note the Schedule may be adjusted real-time should meetings conclude early and/or extend past their scheduled end time.) 
 
westdrift Manhattan Beach, Autograph Collection 
1400 Park View Avenue 
Manhattan Beach, California 90266  
 
Conference Room: Loftlight – Lobby 
 
Call to Order 
 
NERC Antitrust Compliance Guidelines 
 
Introductions and Chair’s Remarks  
 
Consent Agenda – Approve 

1. Minutes*  

a. December 13, 2018 Conference Call 

b. November 7, 2018 Meeting 

2. Committee Membership and Charter Amendments* 

a. Compliance and Certification Committee Membership 

b. Reliability Issues Steering Committee Membership 

c. Operating Committee Charter Amendments 
 
Regular Agenda 

3. Remarks and Reports 

a. Welcome Remarks – Kevin Payne, CEO, Southern California Edison 

b. Remarks by Katie Jereza, Deputy Assistant Secretary, DOE 

c. Remarks by by David Morton, CAMPUT Representative to NERC 

d. President’s Report 

e. Report on Board of Trustees February 5, 2019 Closed Session 

f. Board of Trustees Self-Assessment Results 

4. Election and Appointment of Board Chair and Vice Chair, Board of Trustees Committee Assignments  
and NERC Officers  ̶  Approve 
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5. Board Committee Reports 

a. Corporate Governance and Human Resources 

i. 2019 ERO Enterprise Dashboard and ERO Performance Objectives  ̶  Approve 

b. Compliance 

c. Finance and Audit 

i. 2018 Year-End Unaudited Results of Operations  ̶  Accept 

d. Enterprise-wide Risk 

e. Technology and Security 

f. Nominating 

g. Report by Vice Chair on Standards Quarterly Activities 

6. Standards Quarterly Report and Actions* 

a. Standards Efficiency Review   ̶ Update 

b. TPL-007-3 Canadian-specific Revisions to TPL-007-2   ̶  Adopt 

c. CIP-008-6 Modifications to CIP-008 Cyber Security Incident Reporting   ̶  Adopt 

d. IRO-006-WECC-3 Qualified Path Unscheduled Flow (USF) Relief   ̶  Adopt  

e. Revised Retirement Date for PRC-004-WECC-2  ̶  Approve 

7. Other Matters and Reports* 

a. Policy Input and Member Representatives Committee Meeting – Discussion 

b. Approvals in Connection with the Termination of the Regional Delegation Agreement with Florida 
Reliability Coordinating Council, Inc.*   ̶ Approve 

c. Texas Reliability Entity Bylaws Amendments*  ̶  Approve 

d. Reliability Coordinator Function in the Western Interconnection*   ̶ Update 

8. Committee Reports* 

a. Operating Committee 

b. Planning Committee  

c. Critical Infrastructure Protection Committee 

d. Member Representatives Committee 

e. Personnel Certification Governance Committee 

f. Standards Committee 

i. Standards Committee Work Plan  ̶  Approve 

g. Reliability Issues Steering Committee 

h. Compliance and Certification Committee 
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i. Compliance and Certification Committee Work Plan  ̶  Approve 

i. Electricity Subsector Coordinating Council 

9. Forum and Group Reports* 

a. North American Energy Standards Board 

b. North American Transmission Forum 

c. North American Generator Forum 

10. Adjournment 

 

 

*Background materials included. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



Agenda Item 2a 
Board of Trustees Meeting 
May 9, 2019 

Critical Infrastructure Protection Committee Membership 

Action 
Approve 

Summary 
The Critical Infrastructure Protection Committee (CIPC) revised its membership for Southeast 
Electric Reliability Council (SERC) and Canadian Electricity Association (CEA). The list below 
summarizes the changes. 

SERC 
John Greaves (Georgia Power) has replaced Brian Harrell (formerly of Duke Energy). 

CEA 
Doug Currie (Hydro One) replacing Francis Bradley (CEA). 



Agenda Item 2b 
Board of Trustees Meeting 
May 9, 2019 

 
Reliability Issues Steering Committee Membership 

 
Action 
Approve 
 
Summary 
The Reliability Issues Steering Committee (RISC) is seeking Board of Trustees approval for the 
following membership amendment: 
 

• Woody Rickerson, Electric Reliability Council of Texas to replace Dave Osburn, Oklahoma 
Municipal Power Authority for a term ending January 31, 2020. 



Agenda Item 2c 
Board of Trustees Meeting 
May 9, 2019 

Compliance and Certification Committee Membership 

Action 
Approve 

Background 
The Compliance and Certification Committee (CCC) is recommending that the Board of 
Trustees (Board) approve the appointment of one new CCC representative for the Northeast 
Power Coordinating Council and the re-appointment of two CCC members. All appointments 
are for a three-year term effective upon the date of Board approval, unless otherwise noted. 

Summary 
The CCC respectfully requests the Board approve the following new membership: 

• Nicole Mosher- Nova Scotia Power, representing Northeast Power Coordinating Council

The CCC respectfully requests the Board approve the following membership re-appointments: 

• Gregory Campoli – New York Independent System Operator, representing ISO/RTO

• Ted Hobson – JEA, representing RE-FRCC (for a three-year term or until FRCC
dissolution, if approved, which ever is sooner)

• Jim Stanton – SOS International, representing Small End-Use Electricity Generator



Agenda Item 2d 
Board of Trustees Meeting 
May 9, 2019 

 
Planning Committee Membership 

 
Action 
Approve  
 
Background 
The Planning Committee (PC) is recommending that the Board of Trustees (Board) approve the 
appointment of Richard Kowalski (ISO New England) to serve as a representative in Sector 10 – 
Independent System Operator/Regional Transmission Organization for the remainder of the 
2018-2020 term per the PC Charter. Richard was nominated to fill a vacancy resulting from the 
passing of Dana Walters (New York ISO) and elected at the March 2019 PC meeting. 



  Agenda Item 2e 
  Board of Trustees Meeting 
  May 9, 2019 

 
Standards Committee Charter Amendments 

 
Action 
Approve 
 
Summary 
At its March 20, 2019 meeting, the Standards Committee (SC) approved revisions to the SC 
Charter last approved by the Board on February 12, 2015 and by the SC on December 9, 2014.  
 
The revisions are intended to: (i) clarify responsibilities; (ii) streamline language; and (iii) 
remove content that is discussed in detail in other NERC governing documents. Specifically, 
provisions regarding Canadian representation are removed, as such representation is addressed 
in detail in Appendix 3B to the NERC Rules of Procedure, Procedures for Election of Members of 
the Standards Committee. Additionally, Section 10 pertaining to field tests has been removed as 
the relevant processes are now contained in Appendix 3A to the NERC Rules of Procedure, 
Standard Processes Manual (eff. March 1, 2019).  
 
 
Attachment 

• Standard Committee Charter – Redline Copy 
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Standards Committee Charter 
 

Section 1. Purpose 
The Standards Committee (the Committee) of the North American Electric Reliability Corporation (NERC), working 
together with NERC Standards Staff, manages and executes the Reliability Standards development process tfor 
the timely development and maintainenance of a comprehensive set of results-based Reliability Standards that 
collectively provide for the Reliable Operation of the North American Bulk-Power System. 

 

Section 2. Reporting 
The Committee reports and is accountable to the NERC Board of Trustees. The Committee members haves the 
responsibility to keep the industry segments they represent informed regarding Reliability Standards matters. The 
NERC Board of Trustees shall approve this Charter and any amendments to this Charter pursuant to Section 1300 
of the NERC Rules of Procedure. 

 

Section 3. Overview and Functions 
The Committee, working together with NERC Standards Staff, manages the NERC process to development and 
maintaienance of a comprehensive set of results-based Reliability Standards that collectively provide for the 
Reliable Operation of the North American Bulk-Power System. Specifically, working together with NERC Standards 
Staff, the Committee has the following duties: 

1. Develops a long-term (multi-year) strategic vision describing the goals and direction for Reliability 
Standards development consistent with NERC’s strategic and business plans. 

2. Coordinates with the Reliability Issues Steering Committee to develop a Reliability Standards 
Development Plan (RSDP) prioritizing and aggressively pursuing work related to the purpose of the 
Committee resulting in a body of high-quality, results-based Reliability Standards. 

3. Assists with the drafts and developingment of the RSDP, including preparing the initial posting 
for stakeholder comment. 

4. Establishes and facilitates informal and formal collaborative, consensus building processes with 
stakeholder groups and NERC committees throughout Reliability Standards development. 

5. Establishes quality assurance and quality control processes for developing or modifyingreviewings of 
Reliability Standards and applicable associated documents for to align with the criteria established in 
the Standards Process Manual. clarity, completeness, sufficient detail, rational result, auditability, and 
enforceability, ands well as compatibility with existing Reliability Standards. 

6. Appoints, monitors and directs agile and focused teams for work related to the Standards Process 
Manual (including, but not limited to, standard drafting teams) generally consisting of no more than 
ten members (e.g., subject matter experts, a facilitator, a technical writer and compliance, legal and 
regulatory experts). The drafting teams should be suitably equipped to address the desired reliability 
objectives. 

7. Receives and responds to decisions of appeals panels in accordance with the Reliability Standards 
process. 

8. Develops, maintains and implements a Standard Processes Manual ensuring the integrity of Reliability 
Standards development in a manner that is fair, balanced, open, and inclusive manner. 

9. Facilitates communication about regular NERC Standards department and Standards Committee work, 
such as Reliability Standards under development and Standards Committee guiding documents. 
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Section 4. Membership 

Segment Representation 
The Committee membership consists of two members elected from each industry segment. in accordance with 
Appendix 3B (Procedures for Election of Members of the Standards Committee) to the NERC Rules of Procedure.  
Each industry segment may establish its own rules for electing and replacing its SC representatives consistent with 
the following requirements: 

1. Membership Requirements. 

a. No two persons employed by the same corporation or organization or by its an affiliates may 
serve concurrently as Committee members. 

1) Any Committee member with such a membership conflict shall notify the Committee 
secretary who will inform the Committee chair. 

2) Members impacted by a conflict, such as through a merger of organizations, may confer 
between themselves to determine which member should resign from the Committee and notify 
the Committee secretary and chair. If the impacted members do not resolve the conflict is not 
resolved in a timely manner by the impacted members, the Committee chair shall notify all 
members of the affected industry segments of about the need to resolve the conflict. If the 
membership conflict is still remains unresolved, the Committee chair shall take the conflict to 
the NERC Board of Trustees for resolution. 

3) Any Committee member aware of an unresolved membership issue shall notify the 
Committee chair. 

2. Resignation from the Committee. 
Any member of the Committee who resigns from the Committee shall submit a written resignation to the 
Committee secretary and Committee chair. 

a. The Committee secretary shall facilitate the election of a replacement member from the applicable 
industry segment to. The new member shall serve the remainder of the vacant resigned member’s 
term. 

b. If any member of the Committee fails to attend or send a proxy for more than two consecutive 
regularly scheduled meetings and/or conference calls, or more than two e-mail ballots between 
regularly-scheduled meetings, the Committee chair shall send a written notice to that member 
requesting. tThe member either: (i) shall be advised to submit a resign;ation or (ii) provide seek to 
request continueation of the membership with an explanation of the member’s absencesany 
extenuating circumstances. If the member does not provide a written response is not received from 
the member within 30 days calendar days of the date of the written notice, the lack of response 
shall be deemed a resignation. 

3. Committee Member Changing Employment. 

a. Any Committee member who leaves one organization and is subsequently employed by another 
organization in the same industry segment may retain the membership position. 

b. If a Committee member changes employment to an organization in a different industry segment, 
that Committee member shall resign from the Committee no later than the date of the employment 
change. The resignation letter shall be addressed to the Committee chair who will provide send 
athe letter to the Committee secretary and requesting an election to fill the vacant position. 

4. Canadian Representation. 
If, at any time, the regular Committee election does not result in at least two voting members seated from 
Canada, up to two Canadian members garnering the highest percentage of votes within their segment will 
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serve as additional Committee members. The preference is to have the Canadian nominees fill any 
segment vacancies for which they are qualified.  

5.4. Membership Terms. 
Committee members shall serve a term of two years without limitation to the number of terms the 
members may serve, with members’ terms staggered so half of the members positions (one per segment) 
are is elected each year by industry segment election. Membership terms start on January 1 of each year. 

6.5. Vacancies Caused by Election of Officers. 
The vacancies in the industry segments and/or Canada representation created by selection of the chair 
and vice chair shall be filled at the next annual election of Committee representatives. When a 
representative is elected to serve as the chair or vice chair during the second year of a two year term, the 
representative elected to fill the vacancy shall serve a one year term. 

7.6. NERC Director of Standards. 
Acts as a non-voting Committee member to represent NERC’s position on agenda items with the 
assistance of NERC Standards Staff. 

 

Section 5. Officers 
1. Selection. 

Prior to the annual election of Committee representatives in odd numbered years, the Committee 
members shall select a chair and vice chair from among their membership by majority vote. The newly- 
elected chair and vice chair cannot represent the same industry segment. Approximately 150 days 
calendar days prior to the end of each term, aA nominating committee shall solicit nominations for chair 
and vice chair no less than 30 days prior to the election. The nominating committee shall consult with the 
chair of the NERC Board of Trustees’ SC liaison  Standards Oversight and Technology Committee on the 
nominations received. 

No less than ten days calendar days before the election date, the nominating committee shall provide to 
the Committee members the qualifications of the chair and vice chair nominees. At the time of the 
election, the Committee can accept nominations from the floor. Following the election, the successful 
candidates shall be presented to the NERC Board of Trustees for approval. The chair and vice chair, upon 
assuming such positions, shall cease to act as representatives of the industry segments that elected them 
and shall thereafter be responsible for acting in the best interests of the Committee as a whole. 

2. Terms. 
The term of office for the Committee chair and vice chair is two years without limit on the number of 
terms an officer may serve. A member of NERC staff serves as the Committee’s non-voting secretary. 

3. Voting. 
The Committee chair and vice chair are non-voting Committee members. 

4. Duties of the Chair. 
In addition to the duties, rights and privileges discussed elsewhere in this document, the Committee chair: 

a. Presides over and provides general supervision of Committee and Executive Committee activities 
and meetings. 

b. Presides over all Committee meetings, including the nature and length of discussion, recognition of 
speakers, motions and voting. 

c. In concert with NERC Staff, schedules Committee meetings. 

d. Reviews all substitute or proxy representatives. 

e. Acts as Committee spokesperson at forums within and outside of NERC. 

f. Reports Committee activities to the NERC Board of Trustees and attends Board of Trustees 
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meetings.  

g. Reports all views and objections when reporting on items brought to the Committee. 

h. Performs other duties as directed by the NERC Board of Trustees. 

5. Duties of the Vice Chair. 
The Committee vice chair acts as the Committee chair if requested by the chair (for brief periods of time) 
or if the chair is absent or unable to perform his/herthe chair’s duties. If the chair resigns prior to the next 
scheduled election, the vice chair shall act as the chair until the Committee selects a new chair. The vice 
chair: 

a. Assists the Committee chair in managing Committee meetings, including the nature and length of 
discussion, recognition of speakers, motions, and voting. 

b. Attends meetings of the NERC Board of Trustees in the chair’s absence. 

c. Assists the chair in managing all Committee meetings, including the nature and length of discussion, 
recognition of speakers, motions and voting. 

d. Assists the Committee chair in reviewing all substitute or proxy representatives. 

6. Duties of the Secretary. 
A member of NERC staff shall serve under the direction of the Committee officers as a non-voting 
secretary and has the responsibility to: 

a. Conduct the day-to-day operation and business of the Committee. 

b. Prepare, distribute and post notices of Committee meetings, record meeting proceedings, and 
prepare, distribute and post meeting minutes. 

c. Maintain a record of all Committee proceedings, including attendance, responses, voting 
records, and correspondence. 

d. Maintain Committee membership records. 
 

Section 6. Voting Members’ Expectations and Responsibilities 
1. Committee voting members: 

a. Contribute to the Committee’s work and success of the Committee by, among other things, 
executing the Committee Strategic Work Plan. 

b. Serve as subject matter expert representatives of their industry segments and represent their 
industry segments. 

c. Should bBe knowledgeable about NERC Reliability Standards development activities. 

d. Express their opinions on behalf of their segments at Committee meetings. 

e. Respond promptly to all Committee requests for attendance, reviews, comments and voting. 

f. Assist in educating the industry on the Reliability Standards development process. 

g. When unable to attend a Committee meeting, notify the secretary and identify a proxy as described 
under Section 8. Meetings, sub section 9. Proxies, infra. The member shall is expected to instruct 
the proxy on his/her the role and responsibilities. 

h. Duty of Care: Use due care and are diligent with respect to the managingement and 
administerationg of the affairs of NERC and the Committee. This duty of care is generally thought 
to have two components: (i) the time and attention devoted to NERC’s mission, and (ii) the skill 
and judgment reflected in the Committee’s decisions. 
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i. Duty of Loyalty: The duty of loyalty requires the members to faithfully promote the mission of NERC 
and the Committee, rather than their own or their entities’ interests. This duty includes compliance 
with NERC’s policies on conflicts of interest. 

j. Duty to Adhere to High Ethical Standards: The duty to adhere to the applicable law and high ethical 
standards requires that Committee members to devote themselves to enassuring they operate to 
further NERC’s stated objectives in compliance with legal requirements and high ethical standards. 

 

Section 7. Executive Committee and Subcommittees 
1. Executive Committee. 

The Committee shall have an Executive Committee (SCEC) consisting of five members, including the 
Committee officers and plus three segment members, elected by the Committee. The three segment 
members cannot represent the same industry segments the Committee officers previously represented, 
nor can any two of the segment members be from the same segment. The Executive Committee will be 
elected annually at the January Committee meeting. The Executive Committee shall meet when necessary 
between regularly-scheduled Committee meetings to conduct Committee business.  However, the SCEC 
shall not reverse the Committee’s decisions., including actions delegated by the full Committee. 
Additionally, the Executive Committee shall have the authority to: 

a. Work with NERC Standards Staff to set agendas for Committee meetings. 

b. Act on the Committee’s behalf to authorize postings of SARs, Reliability Standards, and other 
Standards-related documents. 

c. Provide advice and guidance to subcommittee chairs, as needed. 

c.d. Take any actions delegated by the full Committee. 

2. Additional Subcommittees, Task Forces, and ad hoc Working Groups. 
The Committee may form subcommittees, task forces and ad hoc working groups, as it deems appropriate. 

 

Section 8. Meetings 
1. Open Meetings. 

Committee meetings shall be open to all interested parties, subject to any preregistration meeting 
requirements who pre-register by the cut-off date  included in the meeting announcement. Meeting 
notices shall describe the meeting’s purpose and identify a readily available source for further information 
about the meeting. Only voting members may act on items before the Committee. The Committee 
secretary shall post mMeeting notices and agendas shall be posted publicly on the NERC website 
contemporaneously with on the same day they are distributed distribution to Committee members. The 
Committee secretary shall publicly post fFinal minutes of Committee meetings shall be posted publicly on 
the NERC website within five the days business days of after Committee approval. 

2. General Requirements. 
The Committee shall hold meetings as needed and may use conference calls or e-mail to conduct its 
business. 

3. Notice. 
The Committee secretary shall announce regularly scheduled meetings with a written notice (letter, 
facsimile, or e-mail) to all Committee members not less than ten nor more than sixty calendar days prior 
to the meeting date. 

4. Agenda. 
The secretary shall provide an agenda with a written notice (letter, facsimile, or e-mail) for Committee 
meetings no less than five business days before a proposed meeting. 
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a. The agenda shall include, as necessary, background material for agenda items requiring a decision or 
vote. The secretary shall post the agenda on the NERC website the same day it is distributed to 
Committee members.  

b. Items not in the agenda that require a vote cannot be added at a meeting without the unanimous 
consent of the members present. If such a matter arises, it may also be deferred to the next meeting 
to allow Committee members to consult with their industry segments. 

5. Parliamentary Procedures. 
In the absence of specific provisions in this Charter, the Committee shall conduct its meetings guided by 
the most recent edition of Robert’s Rules of Order, Newly Revised. 

6. Quorum. 
A quorum requires two-thirds of the Committee voting members. 

7. Voting. 
Voting may take place during regularly scheduled meetings or may take place through electronic means. 

a. All Committee actions shall be approved upon receipt of the affirmative vote of a majority of the 
members present and voting at a meeting with a quorum present, with the exception of revisions to 
the Standard Processes Manual and the Committee Charter which can be approved only upon 
receipt of the affirmative vote of two-thirds of the members present and voting at a meeting with a 
quorum present. 

b. Each individual member’s vote for each action taken shall be included in the minutes of each 
meeting, unless the vote is unanimous with no abstentions. 

8. Actions without a Meeting. 
The Committee may act by mail or electronic (facsimile or e-mail) ballot without a regularly-scheduled 
meeting. A majority of the members participating in the voting is required to approve any action. A 
quorum for actions without a meeting is two-thirds of Committee members. The Committee chair or four 
members (each from a different industry segment) may initiate the request for an action without a 
meeting. The secretary shall post a notice on the NERC website and provide Committee members a written 
notice (letter, facsimile, or e-mail) of the subject matter for action not less than three business days prior 
to the date on which the vote is to be counducted. The secretary shall both distribute a written notice to 
the Committee (letter, facsimile, or e-mail) of the results of such action within five business days following 
the vote and post the notice results on the NERC website. The secretary shall keep a record of all responses 
(e-mails, facsimiles, etc.) from the Committee members with the Committee minutes. 

9. Proxies. 
A Committee member may designate a proxy. Proxies may attend and vote at Committee meetings 
provided the absent Committee member notifies in writing (letter, facsimile, or e-mail) the Committee 
chair, vice chair or secretary along with the reason(s) for the proxy. The member shall name the proxy 
representative and his/her affiliation in the correspondence. No Committee member can serve as a proxy 
for another Committee member. The proxy must adhere to the Voting Members’ Expectations and 
Responsibilities as described in Section 6, above. 

 
10 . Field Tests. 

When authorizing any field test that modifies or supports NERC Reliability Standard requirement 
development, it is strongly recommended that the Committee, with input from the applicable drafting 
team, first receive acceptance from the relevant technical committee (e.g., Operating Committee, 
Planning Committee, or Critical Infrastructure Protection Committee) that the field test would not be 
expected to adversely impact BES reliability. Further, if BES reliability is or is expected to be adversely 
impacted during the course of any field test, the relevant technical committee may request the Standards 
Committee to suspend the field test until such time that the situation can be reviewed by the relevant 
technical committee and, if necessary, the field test be modified by the relevant technical committee, as 
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appropriate. When authorizing a drafting team to collect and analyze data or to conduct a field test of one 
or more requirements, the Committee may also request the assistance of the Compliance Monitoring and 
Enforcement Program. 



Agenda Item 5a 
Board of Trustees Meeting 
May 9, 2019 

 
Reliability Standard IRO-002-6 – Reliability Coordination – Monitoring and Analysis 

 
Action 
Adopt the following standards documents and authorize staff to file with applicable regulatory 
authorities:  

• Reliability Standard – IRO-002-6 – Reliability Coordination – Monitoring and Analysis 
[IRO-002-6] [Redline to last approved] 

VRFs and VSLs 
[VRF/VSL Justification] 

Retirements 
[IRO-002-5] 

Implementation Plan 
[Implementation Plan – WECC Variance] 

 
Background 
Proposed Reliability Standard IRO-002-6 reflects the addition of a new Variance for the WECC 
region, developed through the WECC standard development process. 
 
The WECC Variance in proposed Reliability Standard IRO-002-6 does not change any of the 
continent-wide Requirements and was adopted by the WECC Board of Directors on March 6, 
2019. 
 
Summary 
As the Western Interconnection moves to a multi-Reliability Coordinator (RC) environment, 
focused coordination of those RCs will become critical. The proposed Variance is designed to 
ensure coordination between each of those RCs.  
 
NERC staff supports the proposed Variance. NERC posted the proposed Variance for a 45-day 
comment period from March 7, 2019 through April 22, 2019. Any adverse comments or 
minority opinions received during the comment period will be reviewed at the NERC Board of 
Trustees meeting. 
 
In the Standards Efficiency Review item (Agenda Item 5.b), NERC proposes that the Board 
approve a second revised version of the IRO-002 standard, Reliability Standard IRO-002-7. This 
version reflects both the WECC Variance as well as the retirement of Requirement R1, as 
recommended by the Standards Efficiency Review.  
 
Pertinent FERC Directives 
None. 
 
Additional Information  
Links to the relevant project history pages and files are included here for reference:  
[WECC-0135 IRO-002-5, Reliability Coordination – Monitoring and Analysis, Request for 
Regional Variance] 

https://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/IRO-002-6_Clean.pdf
https://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/IRO-002-6_Redline.pdf
https://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/IRO-002-6_WECC%20Variance_VRF_VSL_Justification.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-002-5.pdf
https://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/IRO-002-6_WECC_Variance_Implementation%20Plan.pdf
https://www.wecc.org/Standards/Pages/WECC-0135.aspx
https://www.wecc.org/Standards/Pages/WECC-0135.aspx


Agenda Item 5.b 
Board of Trustees Meeting 
May 9, 2019 

 
Standards Efficiency Review Retirements 

 
Action 
Adopt the following standards documents and authorize staff to file with applicable regulatory 
authorities:  

• Reliability Standard – FAC-008-4 – Facility Ratings 
[FAC-008-4 Standard] [Redline to last approved] 

 Violation Risk Factors (VRFs) and Violation Severity Levels (VSLs) 
[VRF/VSL Justification] 

 Retirements 
[FAC-008-3] 

• Reliability Standard – INT-006-5 – Evaluation of Interchange Transactions 
[INT-006-5 Standard] [Redline to last approved] 

 VRFs and VSLs 
[VRF/VSL Justification] 

 Retirements 
[INT-006-4] 

• Reliability Standard – INT-009-3 – Implementation of Interchange 
[INT-009-3 Standard] [Redline to last approved] 

 VRFs and VSLs 
[VRF/VSL Justification] 

 Retirements 
[INT-009-2.1] 

• Reliability Standard – IRO-002-7 – Reliability Coordination – Monitoring and Analysis 
[IRO-002-7 Standard] [Redline to last approved (IRO-002-5)] 

 Violation Risk Factors (VRFs) and Violation Severity Levels (VSLs) 
[VRF/VSL Justification] 

 Retirements 
IRO-002-5 
IRO-002-61 

• Reliability Standard – PRC-004-6 – Protection System Misoperation Identification and 
Correction 
[PRC-004-6 Standard] [Redline to last approved] 

 VRFs and VSLs 
[VRF/VSL Justification] 

 Retirements 
[PRC-004-5(i)] 

                                                      
1 See Agenda Item 5.a.  

https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/FAC-008-4_lka_clean_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/FAC-008-4_redline_last_approved_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/2018-03_FAC-008-4_clean_VRF_VSL_Justifications_04232019.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-008-3.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/INT-006-5_clean_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/INT-006-5_redline_last_approved_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/2018-03_INT-006-5_clean_VRF_VSL_Justifications_04232019.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/INT-006-4.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/INT-009-3_clean_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/INT-009-3_redline_last_approved_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/2018-03_INT-009-3_clean_VRF_VSL_Justifications_04232019.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/INT-009-2.1.pdf
https://www.nerc.com/pa/Stand/Documents/IRO-002-7_Clean.pdf
https://www.nerc.com/pa/Stand/Documents/IRO-002-7_Redline%20vs5.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/2018-03_IRO-002-7_clean_VRF_VSL_Justifications_04232019.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-002-5.pdf
https://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/IRO-002-6_Clean.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/PRC-004-6_clean_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/PRC-004-6_redline_last_approved_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/2018-03_PRC-004-6_clean_VRF_VSL_Justifications_04232019.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-004-5(i).pdf


• Reliability Standard – TOP-001-5 – Transmission Operations 
[TOP-001-5 Standard] [Redline to last approved] 

 VRFs and VSLs 
[VRF/VSL Justification] 

 Retirements 
[TOP-001-4] 

• Reliability Standard – VAR-001-6 – Voltage and Reactive Control 
[VAR-001-6 Standard] [Redline to last approved] 

 VRFs and VSLs 
[VRF/VSL Justification] 

 Retirements 
[VAR-001-5] 

 
Approve the following Reliability Standards retirements and authorize staff to file with 
applicable regulatory authorities: 

• Reliability Standard – FAC-013-2 – Assessment of Transfer Capability for the Near-
Term Transmission Planning Horizon 
[FAC-013-2] 

• Reliability Standard – INT-004-3.1 – Dynamic Transfers 
[INT-004-3.1] 

• Reliability Standard – INT-010-2.1 – Interchange Initiation and Modification for 
Reliability 
[INT-010-2.1] 

• Reliability Standard – MOD-001-1a – Available Transmission System Capability  
[MOD-001-1a] 

• Reliability Standard – MOD-004-1 – Capacity Benefit Margin 
[MOD-004-1] 

• Reliability Standard – MOD-008-1 – TRM Calculation Methodology 
[MOD-008-1] 

• Reliability Standard – MOD-020-0 – Providing Interruptible Demands and DCLM Data 
[MOD-020-0] 

• Reliability Standard – MOD-028-2 – Area Interchange Methodology 
[MOD-028-2] 

• Reliability Standard – MOD-029-2a – Rated System Path Methodology 
[MOD-028-2a] 

• Reliability Standard – MOD-030-3 – Flowgate Methodology 
[MOD-030-3] 

 
Implementation Plan: 

• Implementation Plan for Standards Efficiency Review Retirements   
[Implementation Plan] 

 

https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/TOP-001-5_clean_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/TOP-001-5_redline_last_approved_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/2018-03_TOP-001-5_clean_VRF_VSL_Justifications_04232019.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-001-4.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/VAR-001-6_clean_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/VAR-001-6_redline_last_approved_04232019.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/2018-03_VAR-001-6_clean_VRF_VSL_Justifications_04232019.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/VAR-001-5.pdf
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=FAC-013-2&title=Assessment%20of%20Transfer%20Capability%20for%20the%20Near-term%20Transmission%20Planning%20Horizon&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=INT-004-3.1&title=Dynamic%20Transfers&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=INT-010-2.1&title=Interchange%20Initiation%20and%20Modification%20for%20Reliability&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=MOD-001-1a&title=Available%20Transmission%20System%20Capability&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=MOD-004-1&title=Capacity%20Benefit%20Margin&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=MOD-008-1&title=Transmission%20Reliability%20Margin%20Calculation%20Methodology&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=MOD-020-0&title=Providing%20Interruptible%20Demands%20and%20Direct%20Control%20Load%20Management%20Data%20to%20System%20Operators%20and%20Reliability%20Coordinators&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=MOD-028-2&title=Area%20Interchange%20Methodology&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=MOD-029-2a&title=Rated%20System%20Path%20Methodology&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=MOD-030-3&title=Flowgate%20Methodology&jurisdiction=United%20States
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/2018-03_clean_Implementation_Plan_04232019.pdf


Approve the withdrawal of the following Reliability Standard and authorize staff to make the 
necessary filings with applicable regulatory authorities: 

• Reliability Standard – MOD-001-2 – Modeling, Data, and Analysis — Available 
Transmission System Capability 
[MOD-001-2] 

 
Background 
In 2017, NERC initiated the Standards Efficiency Review (SER). The scope of this project was to 
use a risk-based approach to identify potential efficiencies through retirement of Reliability 
Standard requirements. Following the completion of the first phase of work, the SER Team 
submitted a Standards Authorization Request (SAR) to the NERC Standards Committee. The 
Standards Committee accepted the SAR in August 2018.  
 
Project 2018-03 Standards Efficiency Review Retirements was initiated to consider and 
implement the recommendations for Reliability Standard retirements contained in the SAR. 
This project proposed to:  

• Retire several Reliability Standards on the grounds that the requirements contained 
therein are duplicative to other requirements, administrative in nature, or are otherwise 
unnecessary for reliability; 

• Revise several currently effective Reliability Standards to remove duplicative, 
administrative, or otherwise unnecessary Requirements (thereby retiring those 
Requirements); and 

• Withdraw a Reliability Standard, MOD-001-2, which is currently pending approval by 
applicable governmental authorities. 

 
In total, NERC proposes to retire 77 Requirements and one Requirement Part and withdraw six 
Requirements to complete Phase 1 of this project. Phase 2 of this project will consider further 
recommendations for Reliability Standard modifications and concepts that improve standards 
efficiency. 
 
In October 2018, the Standards Committee appointed the Project 2018-03 standard drafting 
team. NERC posted the SER proposals for a 45-day comment period and initial ballot from 
February 27, 2019 through April 12, 2019. Comments from participating entities indicated 
broad support for the proposals. The final ballot was held from April 23 – May 2, 2019. The 
results of the final ballot will be reviewed with the Board at the meeting.  
 
Unresolved Minority Issues  
There were no unresolved minority issues.  
 
Additional Information  
A link to the project history and files is included here for reference:  
[Project 2018-03 Standards Efficiency Review Retirements] 
 

https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=MOD-001-2&title=Available%20Transmission%20System%20Capability&jurisdiction=United%20States
https://www.nerc.com/pa/Stand/Pages/Project-2018-03-Standards-Efficiency-Review-Retirements.aspx


Agenda Item 5c 
Board of Trustees Meeting 
May 9, 2019 

 
CIP-003-8 

Cyber Security — Security Management Controls 
 
Action 
Adopt the following standards documents and authorize staff to file with applicable regulatory 
authorities: 

• Reliability Standard — CIP-003-8  Cyber Security — Security Management Controls  
[Clean] [Redlined to Last Approved] 

• Implementation Plan for CIP-003-8  Cyber Security — Security Management Controls 
[Implementation Plan] 

• Violation Risk Factors (VRFs) and Violation Severity Levels (VSLs)  
[VRF/VSL Justification] 

• Retirement  
CIP-003-7 Cyber Security — Security Management Controls 

 
Background 
On April 19, 2018, the Federal Regulatory Energy Commission (Commission) issued Order No. 
843 approving CIP-003-7 and directing NERC to “develop modifications to Reliability Standard 
CIP-003-7 to mitigate the risk of malicious code that could result from third-party transient 
electronic devices.” 
 
The Standards Committee (SC) approved the Standards Authorization Request (SAR) on June 13, 
2018 after it was posted for a 30-day comment period. The SC assigned the SAR to the existing 
Project 2016-02 standard drafting team (SDT). 
 
To address the directive, the Project 2016-02 SDT modified Section 5 of Attachment 1 in CIP-
003-7. The Project 2016-02 SDT conducted one 45-day comment and ballot period from August 
23, 2018 to October 9, 2018, with CIP-003-8 passing at 90.06 percent. Reliability Standard CIP-
003-8 passed final ballot in April 2019. 
 
Pertinent FERC Directives 
In Order No. 843, FERC directed NERC to “develop modifications to Reliability Standard CIP-003-
7 to mitigate the risk of malicious code that could result from third-party transient electronic 
devices.” 
 
Unresolved Minority Issues 
The SDT asked stakeholders to comment on the cost effectiveness of the proposed standard. In 
response, a few stakeholders submitted comments requesting that the implementation 
timeline be extended. The SDT disagreed that the proposed implementation timeline would 
pose a burden, as measures will already be implemented for malicious code under other 
Reliability Standards. 
 

https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20DL/CIP-003-8_Clean_04182019.pdf
https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20DL/CIP-003-8_Redline_to_Last_Approved_04192019.pdf
https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20DL/2016-02_CIP_003-8_Implementation_Plan_Clean_04182019.pdf
https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20to%20CIP%20Standards%20DL/2016-02_CIP-003-8_VRF_and_VSL_Justification_Clean_04182019.pdf


Additional Information 
A link to the project history and files is included here for reference. 
 
[Project 2016-02 Modifications to CIP Standards] 
 
 

https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx


Agenda Item 5d 
Board of Trustees Meeting 
May 9, 2019 

 
Supply Chain Report 

 
Action 
Accept the Supply Chain Report and authorize staff to file with applicable regulatory authorities. 
 
Background 
On July 21, 2016, the Federal Energy Regulatory Commission (Commission) issued Order No. 
829, directing NERC to develop a new or modified Reliability Standard that addresses supply 
chain risk management for industrial control system hardware, software, and computing and 
networking services associated with Bulk Electric System (BES) operations, as follows: 
 

[The Commission directs] NERC to develop a forward-looking, objective-based 
Reliability Standard to require each affected entity to develop and implement a 
plan that includes security controls for supply chain management for industrial 
control system hardware, software, and services associated with bulk electric 
system operations. The new or modified Reliability Standard should address the 
following security objectives, [discussed in detail in the Order]: (1) software 
integrity and authenticity; (2) vendor remote access; (3) information system 
planning; and (4) vendor risk management and procurement controls. (P. 45) 

 
Following the issuance of Order No. 829, NERC staff initiated Reliability Standards Project 2016-
03 to address supply chain risk management in the Critical Infrastructure Protection (CIP) 
standards. The project resulted in the development of new standard CIP-013-1, and 
modifications in CIP-005-6 and CIP-010-3 (collectively, the Supply Chain Standards). The Supply 
Chain Standards support reliability by requiring entities to implement plans and processes to 
mitigate supply chain cyber security risks to high and medium impact assets. Following industry 
approval of the Supply Chain Standards on July 20, 2017, the Board of Trustees (Board) adopted 
the Supply Chain Standards at its August 10, 2017 meeting. FERC approved the Supply Chain 
Standards with directives for additional modifications in Order No. 850, issued October 18, 
2018.1 
 
In adopting the Supply Chain Standards, the Board concurrently adopted additional resolutions 
related to implementation and risk evaluation.2 The resolutions outlined in detail six actions by 
NERC management and stakeholders to assist in the implementation and evaluation of the 
Supply Chain Standards, as well as other actions to address potential supply chain risks for 
assets not currently subject to the standards. Collectively, the activities to address the Board’s 
supply chain resolutions are designed to establish a common understanding of the supply chain 
risk to the BES and initiate activities to mitigate those risks. The resolutions, in summary form, 
include: 
 

                                                      
1 Order No. 850, Supply Chain Risk Management Reliability Standards, 165 FERC ¶ 61,020 (2018). 
2 The Proposed Additional Resolutions for Agenda Item 9.a: Cyber Security – Supply Chain Risk Management – CIP-005-6, CIP-

010-3, and CIP-013-1, NERC Board of Trustees Meeting, August 10, 2017, is available at: 
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Suppl
y%20Chain%20Follow-up%20v2.pdf.  

http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20Follow-up%20v2.pdf
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20Follow-up%20v2.pdf


Support Effective and Efficient Implementation: NERC to commence preparations for 
implementation of the Supply Chain Standards using similar methods during the CIP V5 
transition, and regularly report to the Board on those activities. 
 
Cyber Security Supply Chain Risk Study: Study the nature and complexity of cyber security 
supply chain risks, including those associated with low impact assets not currently subject to 
the Supply Chain Standards, and develop recommendations for follow-up actions that will best 
address identified risks. (Interim report 12 months after adoption of the resolutions and a 
follow-up final report 18 months after adoption). 
 
Communicate Supply Chain Risks to Industry: NERC should communicate supply chain risk 
developments and risks to industry and in connection with the Cyber Security Supply Chain Risk 
Study.  
 
Forum White Papers: The Board requested that the North American Transmission Forum and 
the North American Generation Forum (the “Forums”) develop (and distribute, as permissible) 
white papers to address best and leading practices in supply chain management, as described in 
the resolution. 
 
Association White Papers: The Board requested that the National Rural Electric Cooperative 
Association and the American Public Power Association (the “Associations”) develop (and 
distribute, as permissible) white papers to address best and leading practices in supply chain 
management, as described in the resolution, focusing on smaller entities that are not members 
of the Forums, for the membership of the Associations.  
 
Evaluate Supply Chain Standard Effectiveness: Collaborating with NERC technical committees 
and other experts, NERC should develop a plan to evaluate the effectiveness of the Supply 
Chain Standards, as described in the resolution, and report to the Board. 
 
NERC engaged the Electric Power Research Institute (EPRI) to provide an independent 
assessment of industry supply chain risks to facilitate NERC’s supply chain risk study. NERC 
presented EPRI’s report, titled EPRI Supply Chain Risk Assessment Report,3 to the Board in 
August 2018 as an interim report. Using information from the EPRI report as a basis, NERC staff 
developed a separate report on supply chain risks to be presented to the Board in accordance 
with the Board resolutions. 
 
Summary of Recommendations 
Upon evaluation of the potential supply chain risks presented by Electronic Access Control or 
Monitoring Systems (EACMS), and in response to the directive of the Commission in Order No. 
850 to include such systems within the scope of the Supply Chain Standards, NERC recommends 
revising the Supply Chain Standards to address EACMS that provide electronic access control 
(excluding monitoring and logging) to high and medium impact BES Cyber Systems. 
 
Additionally, based on the supply chain risks presented by such assets, NERC recommends 
revising the Supply Chain Standards to address Physical Access Control Systems (PACS) that 
provide physical access control (excluding alarming and logging) to high and medium impact 
BES Cyber Systems.  

                                                      
3 EPRI, Supply Chain Risk Assessment Report (July 2018) 



 
 

 
At this time, based on the available information, NERC Staff does not recommend modification 
of the Supply Chain Standards to include all low impact BES Cyber Systems. NERC Staff 
recommends further study to determine whether new information supports modifying the 
standards to include low impact BES Cyber Systems with External Routable Connectivity as 
follows: (i) first, by issuing a Request for Data or Information pursuant to Section 1600 of the 
NERC Rules of Procedure; and (ii) second, by continued monitoring through the use of pre-audit 
surveys and questionnaires following the implementation of the Supply Chain Standards. To 
address the potential risks associated with the supply chain for such systems prior to 
completion of this study, NERC Staff will work with the Critical Infrastructure Protection 
Committee (CIPC) Supply Chain Working Group to develop guidelines to assist entities in 
applying supply chain risk management plans to low impact BES Cyber Systems and Protected 
Cyber Assets (PCAs).   
 
Due to varying levels of risk, NERC Staff will work with the CIPC Supply Chain Working Group to 
develop a guideline to assist entities in evaluating their PCAs on a case-by-case basis to 
determine what, if any, additional supply chain protections are needed.  
 
NERC recommends that entities refer to industry practices and guidelines, such as those 
developed by the Forums and Associations, when developing their CIP-013-1 process(es) for the 
procurement of BES Cyber Systems.  
 
The Board requested policy input on the report and recommendations on April 2. The report 
and a summary of the policy input will be presented at the Member Representatives 
Committee meeting on May 8. 
 
Additional Information 
A link to the Supply Chain Risk Mitigation Program page is provided for reference: 
Supply Chain Risk Mitigation Program 
 
Attachments 

1. Cyber Security Supply Chain Risks: Staff Report and Recommended Actions, March 14, 
2019 (Draft) 

 
 

https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx
https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx
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Preface  
 
The vision for the Electric Reliability Organization (ERO) Enterprise, which is comprised of the North American Electric 
Reliability Corporation (NERC) and the seven Regional Entities (REs), is a highly reliable and secure North American 
bulk power system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and 
security of the grid. 
 
The North American BPS is divided into seven RE boundaries as shown in the map and corresponding table below. 
The multicolored area denotes overlap as some load-serving entities participate in one Region while associated 
Transmission Owners/Operators participate in another. 
 

 
 

FRCC Florida Reliability Coordinating Council 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 
RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC Western Electricity Coordinating Council 
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Executive Summary 
 
The supply chains for information and communications technology and industrial control systems may provide 
various opportunities for adversaries to initiate cyber attacks, thereby presenting risks to Bulk Electric System (BES)1 
security. NERC is committed to using its many reliability tools to support industry’s efforts to mitigate supply chain 
risks.  
 
In 2017, NERC developed new and revised critical infrastructure protection (CIP) Reliability Standards to help mitigate 
cyber security risks associated with the supply chain for high and medium impact BES Cyber Systems. These standards, 
collectively referred to as Supply Chain Standards, consist of new Reliability Standard CIP-013-1 and revised Reliability 
Standards CIP-010-3 and CIP-005-6. Consistent with the risk-based framework of the NERC CIP Reliability Standards, 
the Supply Chain Standards will be applicable to the highest-risk systems that have the greatest impact to the grid. 
The Supply Chain Standards will require entities that possess high and medium impact BES Cyber Systems to develop 
processes to ensure responsible entities manage supply chain risks to those systems through the procurement 
process, thereby reducing the risk that supply chain compromise will negatively impact the BPS.  
 
When adopting the Supply Chain Standards in August 2017, the NERC Board of Trustees (Board) directed NERC to 
undertake further action on supply chain issues. Among other things, the NERC Board directed NERC to study the 
nature and complexity of cyber security supply chain risks, including those associated with low impact assets not 
currently subject to the Supply Chain Standards and develop recommendations for follow-up actions that will best 
address identified risks.  
 
In this report, NERC documents the results of the evaluation of supply chain risks associated with certain categories 
of assets not currently subject to the Supply Chain Standards and recommends actions to address those risks.  
 
Upon evaluation of the potential supply chain risks presented by Electronic Access Control or Monitoring Systems 
(EACMSs), and in response to the directive of FERC in Order No. 850 to include such systems within the scope of the 
Supply Chain Standards,2 NERC staff recommends revising the Supply Chain Standards to address EACMSs that 
provide electronic access control (excluding monitoring and logging) to high and medium impact BES Cyber Systems. 
 
Additionally, based on the supply chain risks presented by such assets, NERC staff recommends revising the Supply 
Chain Standards to address Physical Access Control Systems (PACSs) that provide physical access control (excluding 
alarming and logging) to high- and medium-impact BES Cyber Systems.  
 
At this time and based on the available information, NERC staff does not recommend modification of the Supply Chain 
Standards to include all low impact BES Cyber Systems. NERC staff recommends further study to determine whether 
new information supports modifying the standards to include low impact BES Cyber Systems with External Routable 
Connectivity as follows: first, by issuing a Request for Data or Information pursuant to Section 1600 of the NERC Rules 
of Procedure; and second, by continued monitoring of the application of the criteria in CIP Reliability Standards that 
differentiate medium impact BES Cyber Systems from low impact through the use of pre audit surveys and 
questionnaires following the implementation of the Supply Chain Standards. To address the potential risks associated 
with the supply chain for such systems prior to completion of this study, NERC staff will work with the Critical 
Infrastructure Protection Committee (CIPC) Supply Chain Working Group to develop a guideline to assist entities in 
voluntarily applying supply chain risk management plans to low impact BES Cyber Systems. 
 

                                                           
1 Unless otherwise indicated, capitalized terms shall have the meaning set forth in the Glossary of Terms Used in NERC Reliability Standards 
(“NERC Glossary”), https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf. 
2 Order No. 850, Supply Chain Risk Management Reliability Standards, 165 FERC ¶ 61,020, at P 30 (2018) (“Order No. 850”). 

https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf
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Due to varying levels of risk, NERC staff will work with the CIPC Supply Chain Working Group to develop a guideline 
to assist entities with evaluating their Protected Cyber Assets (PCAs) on a case-by-case basis to determine what, if 
any, additional supply chain protections are needed. 
 
NERC staff recommends that entities refer to industry practices and guidelines, such as those developed by the North 
American Transmission Forum, the American Public Power Association and National Rural Electric Cooperative 
Association, and the North American Generator Forum, when developing their CIP-013-1 process(es) for the 
procurement of BES Cyber Systems.  
 
Because supply chain risks are complex and constantly evolving, NERC staff also recommends conducting additional 
data collection on BES supply chain risk management through the use of pre audit surveys and questionnaires. Such 
evaluation may result in additional recommendations for future actions.  
 
Next Steps on Recommendations 
NERC will work through its existing processes with stakeholders to review NERC staff’s recommendations and 
determine appropriate follow up actions. 
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Introduction  
 
Background 
In recent years, the Federal Energy Regulatory Commission (FERC or the Commission), NERC, and the industry have 
identified risks from the supply chain as a potential threat to BES reliability. Supply chains for information and 
communications technology and industrial control systems are long and multidimensional, involving numerous 
parties in a multitude of countries across the globe. In procuring products and services for their operations, BPS 
owners and operators typically rely on vendors and contractors that may use multiple third-party suppliers for 
components used in their products or technologies. Malicious actors may target one or more vendors in the supply 
chain to create or exploit vulnerabilities that could then be used to initiate cyber attacks on BES Cyber Systems and 
equipment.  
 
On July 21, 2016, FERC issued Order No. 829,3 directing NERC to develop a new or modified Reliability Standard that 
addresses supply chain risk management for industrial control system hardware, software, and computing and 
networking services associated with BES operations, as follows: 
 

“[FERC directs] NERC to develop a forward-looking, objective-based Reliability Standard to require each 
affected entity to develop and implement a plan that includes security controls for supply chain management 
for industrial control system hardware, software, and services associated with bulk electric system 
operations. The new or modified Reliability Standard should address the following security objectives, 
discussed in detail [in the Order]: (1) software integrity and authenticity; (2) vendor remote access; (3) 
information system planning; and (4) vendor risk management and procurement controls.”4 

 
Following the issuance of Order No. 829, NERC staff initiated Reliability Standards Project 2016-03 Cyber Security 
Supply Chain Risk Management to address supply chain risk management in the CIP Reliability Standards. The project 
resulted in the development of the Supply Chain Standards that consist of new Reliability Standard CIP-013-1 and 
modifications to Reliability Standards CIP-005-6 and CIP-010-3.  
 
The Supply Chain Standards support reliability by requiring responsible entities to implement plans and processes to 
mitigate supply chain cyber security risks to high and medium impact BES Cyber Systems. Consistent with Order No. 
829, the proposed Reliability Standards focus on the following four security objectives: software integrity and 
authenticity, vendor remote access protections, information system planning, and vendor risk management and 
procurement controls. 
 
Reliability Standard CIP-013-1 requires responsible entities to develop and implement plans to address supply chain 
cyber security risks during the planning and procurement of high and medium impact BES Cyber Systems. 
Modifications in CIP-005-6 and CIP-010-3 bolster the protections in the currently-effective CIP Reliability Standards 
by addressing specific risks related to vendor remote access and software integrity and authenticity, respectively, in 
the operational phase of the system life cycle. 
 
The Board adopted the Supply Chain Standards at its August 10, 2017, meeting. FERC approved the Supply Chain 
Standards with directives for additional modifications to address EACMSs in Order No. 850, issued October 18, 2018.5 
 

                                                           
3 Order No. 829, Revised Critical Infrastructure Protection Reliability Standards, 156 FERC ¶ 61,050 (2016). 
4 Id. at P 2 (internal citation omitted); see also id. at PP 44-45. 
5 Order No. 850, supra note 1.  
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August 2017 Board Resolutions 
In adopting the Supply Chain Standards, the Board concurrently adopted additional resolutions related to 
implementation and risk evaluation.6 The resolutions outline six actions for NERC management and stakeholders to 
take in assisting with the implementation and evaluation of the Supply Chain Standards as well as other actions to 
address potential supply chain risks for assets not currently subject to the standards.  
 
The Board’s August 2017 resolutions include the following: 

• Support Effective and Efficient Implementation of the Supply Chain Standards: The Board requested that 
NERC promptly commence preparations for the implementation of the Supply Chain Standards by using 
similar methods during the transition to version 5 of the CIP Reliability Standards and report regularly to the 
Board on those activities. 

• Cyber Security Supply Chain Risk Study: The Board requested that NERC, in collaboration with others, study 
the nature and complexity of cyber security supply chain risks, including those associated with low impact 
assets not currently subject to the Supply Chain Standards, and develop recommendations for follow-up 
actions that will best address identified risks. The Board requested that NERC submit an interim report within 
12 months and a final report within 18 months. NERC presented the interim report to the Board in August 
2018. 

• Communicate Supply Chain Risks to Industry: The Board requested that NERC communicate supply chain 
risk developments and risks to industry in connection with the Cyber Security Supply Chain Risk Study (i.e. 
this report). 

• Forum White Papers: The Board requested that the North American Transmission Forum (NATF) and the 
North American Generation Forum (NAGF) (collectively, the “Forums”) develop (and distribute as 
permissible) white papers to address best and leading practices in supply chain management as described in 
the resolution. 

• Association White Papers: The Board requested that the American Public Power Association (APPA) and the 
National Rural Electric Cooperative Association (NRECA) (collectively, the “Associations”) develop (and 
distribute, as permissible) white papers to address best and leading practices in supply chain management, 
as described in the resolution, focusing on smaller entities that are not members of the Forums, for the 
membership of the Associations.  

• Evaluate Supply Chain Standard Effectiveness: The Board requested that NERC, in collaboration with 
technical committees and other experts, develop a plan to evaluate the effectiveness of the Supply Chain 
Standards as described in the resolution and report to the Board. 

 
The activities undertaken by NERC, the Forums, and the Associations to address the Board’s supply chain resolutions 
are designed to establish a collective understanding of the supply chain risk to the BES and activities to mitigate those 
risks.  
 
This report addresses the Board’s second resolution, which is to prepare a study of cyber security supply chain risks. 
Building upon the interim report presented to the Board in August 2018 (discussed below), this report addresses the 
risks associated with low impact BES Cyber Systems, EACMSs, PCAs, and PACSs and the actions that should be taken 
to address those risks. This report also makes reference to certain white papers and guidance documents prepared 
by the Forums and Associations in response to the Board’s fourth and fifth directives. 
                                                           
6 The Additional Resolutions for Agenda Item 9.a: Cyber Security – Supply Chain Risk Management – CIP-005-6, CIP-010-3, and CIP-013-1, 
NERC Board of Trustees Meeting, August 10, 2017, is available at the following: 
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20
Follow-up%20v2.pdf. 

http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20Follow-up%20v2.pdf
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20Follow-up%20v2.pdf
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All reports are posted on NERC’s website under the Supply Chain Risk Mitigation Program Initiative7 page. In Appendix 
A to this report, NERC summarizes the activities taken to address the other Board resolutions. 
 
EPRI Interim Report (August 2018) 
NERC engaged the Electric Power Research Institute (EPRI) to provide an independent assessment of industry supply 
chain risks to facilitate NERC’s supply chain risk study. NERC presented EPRI’s report, titled EPRI Supply Chain Risk 
Assessment Report,8 to the Board in August 2018. In this report, EPRI contributed the following actions: 

• Performed an assessment of product/manufacturer types used on the BES for Supervisory Control and Data 
Acquisition (SCADA), network and telecommunications, and commercial off the shelf operating systems 

• Provided an analysis of emerging best practices and standards used in other industries to mitigate supply 
chain risks, concentrating on practices currently not considered in the scope of the existing CIP Reliability 
Standards 

• Provided a study of the applicability of the CIP Reliability Standards to supply chain risks  

• Provided a list of recommendations to reduce residual supply chain risks and facilitate the collection of 
additional information for future evaluation, so that, prior to any changes in policy, data can be obtained, 
assessed, and discussed in a transparent manner 

 
Forum and Association White Papers 
In response to the Board’s fourth resolution, the NATF and NAGF each prepared White Papers that provide 
considerations for their member entities on implementing robust cyber security risk management plans and 
programs.  
 
The NATF White Paper, titled Cyber Security Supply Chain Risk Management Guidance,9 recommends several best 
and leading practices for members in establishing and implementing their supply chain risk management programs. 
These practices include considerations for procurement, specification, vendor requirements, and managing existing 
equipment activities. NATF’s White Paper identifies three hallmarks of an effective program, including foundational 
practices that coordinate supply chain and cyber security risk management efforts; organization-wide communication 
where supply chain risk management is supported throughout the business and implemented throughout the system-
development life cycle; and risk management processes with clearly defined criteria, risk evaluation, and risk 
response components.  
 
The NAGF White Paper, titled Cyber Security Supply Chain Management,10 identifies examples for generation entities 
to consider when developing and implementing their cyber security risk management plans. The NAGF White Paper 
describes a risk-based approach by which entities conduct an initial screen to determine where additional vendor 
supply chain risk assessments are required, taking into account the entity’s cyber assets impact rating criteria, asset 
connectivity, vendor connectivity, presence of Transient Cyber Assets and Removable Media, support staff 
considerations, security awareness/training considerations, and considerations related to Personnel Risk 

                                                           
7 https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx 
8 EPRI, Supply Chain Risk Assessment Report (July 2018), 
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/EPRI_Supply_Chain_Risk_Assessment_Final_Report_public.pdf 
(“EPRI Interim Report”). 
9 NATF, Cyber Security Supply Chain Risk Management Guidance (June 20, 2018), 
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/NATF%20Cyber%20Security%20Supply%20Chain%20Risk%20Manag
ement%20Guidance.pdf (“NATF White Paper”).  
10 NAGF, Cyber Security Supply Chain Management White Paper (2018), 
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/NAGF%20SC%20White%20Paper%20final.pdf (“NAGF White Paper”). 

https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/EPRI_Supply_Chain_Risk_Assessment_Final_Report_public.pdf
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Assessments performed for staff and contractors. If the entity determines that a risk assessment is required, the 
entity should consider the level of risk posed by the vendor itself and the product or service it provides to determine 
the appropriate level of supply chain controls required. The NAGF White Paper describes several vendor risk 
attributes and product/service attributes for the entity to consider in evaluating potential risks. 
 
In response to the Board’s fifth resolution, APPA and NRECA prepared a White Paper, titled Managing Cyber Supply 
Chain Risk – Best Practices for Small Entities.11 The APPA/NRECA White Paper identified several practices for smaller 
entities with low impact BES Cyber Systems to consider in managing risks from the supply chain. APPA and NRECA 
identified several best practices for its member entities to consider based on interviews with several smaller entities 
regarding their supply chain risk management programs. These best practices include, among other things: 

• Organizational aspects, such as having senior leadership support for supply chain risk management and 
conducting enterprise-wide cyber risk assessments; 

• Selecting vendors with an eye toward reducing supply chain risk, including using well-known, trusted, and 
established vendors and considering vendors who have completed third-party accreditation or self-
certification of their supply chain practices; 

• Placing appropriate limitations surrounding vendor remote access to systems; taking steps to ensure 
software integrity prior to installation; 

• Placing appropriate controls around software updates and patch management.  
 
Order No. 850 Approving the Supply Chain Standards 
FERC approved the Supply Chain Standards in Order No. 850, issued on October 18, 2018. While finding that the 
standards addressed the Commission’s directive in Order No. 829 and constitute “substantial progress” in addressing 
supply chain cyber security risks, the Commission also issued two directives to NERC. 
 
First, noting the significant role that EACMSs play in the protection scheme for medium and high impact BES Cyber 
Systems, the Commission found that excluding EACMSs from the scope of the Supply Chain Standards presents risks 
to the cyber security of the BES. Therefore, the Commission directed NERC to develop modifications to the standards 
to address EACMSs associated with medium and high impact BES Cyber Systems and to submit those modifications 
within 24 months of the effective date of the final rule.12  
 
Second, while continuing to express its concern that excluding certain categories of assets (PACSs and PCAs) from the 
standards could pose a reliability risk, the Commission found that NERC is taking “adequate and timely steps” to study 
whether these items should be included in the standards. The Commission accepted NERC’s commitment to evaluate 
the risks of PACSs and PCAs (in addition to low impact BES Cyber Systems) in its study of cyber security supply chain 
risks and directed NERC to file the final report with FERC upon its completion. The Commission stated that it would 
be in a better position to consider what further steps, if any, should be taken to protect reliability after receipt of this 
final report.13 
 
Under the approved implementation plan, the Supply Chain Standards will become effective in the United States on 
the first day of the first calendar quarter that is 18 months after the effective date of the final rule, which is July 1, 
2020.  
 

                                                           
11 APPA/NRECA, Managing Cyber Supply Chain Risk – Best Practices for Small Entities (Apr. 25, 2018), 
https://www.cooperative.com/programs-services/government-relations/regulatory-
issues/documents/supply%20chain%20white%20paper%204-25%20final.pdf (“APPA/NRECA White Paper”). 
12 Order No. 850 at P 30. 
13 Order No. 850 at PP 31, 67. 

https://www.cooperative.com/programs-services/government-relations/regulatory-issues/documents/supply%20chain%20white%20paper%204-25%20final.pdf
https://www.cooperative.com/programs-services/government-relations/regulatory-issues/documents/supply%20chain%20white%20paper%204-25%20final.pdf
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Chapter 1: Supply Chain Risks to the Bulk Electric System and 
Standards and Practices for Addressing those Risks  
 
Overview 
In recognition of the potential risks to BES reliability posed by supply chain vulnerabilities, NERC developed the Supply 
Chain Standards. These standards will require responsible entities to take additional actions to address cyber security 
risks associated with the supply chain for BES Cyber Systems.  
 
Consistent with the risk-based approach of the CIP Reliability Standards, and as discussed more fully below, the 
Supply Chain Standards are applicable only to certain categories of assets. As discussed in subsequent sections of this 
report, revisions to the Supply Chain Standards may be necessary to help ensure that the standards adequately 
address supply chain risks related to certain assets that are not within the current scope of the standards.  
 
In addition to the Supply Chain Standards, industry may use other standards and best practices to mitigate potential 
supply chain risks. Understanding these standards and best practices helps to create a fuller understanding of supply 
chain risks and the steps that may be taken to help address them in the context of BES reliability.  
 
Supply Chain Risks 
Supply chains for information and communications technology and industrial control systems are long and 
multidimensional, involving numerous parties in countries across the globe. Multiple entities across the globe may 
participate in the development, design, manufacturing, and delivery of a single purchased product. Global supply 
chains can provide the opportunity for substantial benefits to consumers, but at the same time, a vulnerability at any 
link in the chain could result in risks to the end user.  
 
These risks, like the supply chains themselves, are global, multidimensional, and constantly evolving. As observed by 
FERC, cyber supply chain risks may stem from insertion of counterfeits, unauthorized production, tampering, theft, 
insertion of malicious software and hardware, and poor manufacturing and development processes.14 Even well-
designed products may have malicious components introduced in the supply chain, and it may prove difficult to 
identify these components before they are deployed.  
 
Over time, NERC and the industry have developed a more sophisticated understanding of the potential impacts these 
supply chain risks could have on BES reliability: 

• In its 2018 Guidance, the NATF highlighted several real-world events that help demonstrate the risk supply 
chain vulnerabilities could pose to the electric power industry. These events included the installation of 
malicious software and theft of project files on a SCADA offering, insertion of unauthorized code on a firewall 
solution that allowed for the execution of remote procedures, and the alleged insertion of a foreign entity 
“backdoor” into an anti-virus company’s security products.15  

• In its 2018 White Paper, the APPA and NRECA identified the risks posed by the introduction of malicious code 
in the supply chain and the employees of vendors who have remote access into their systems as two of the 
most significant supply chain risks facing their member entities.16  

                                                           
14 Revised Critical Infrastructure Protection Reliability Standards, 152 FERC ¶ 61,054, at P 62 (2015). 
15 NATF White Paper at 6.  
16 APPA/NRECA White Paper at 2.  
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• The EPRI Interim Report17 further highlighted that a compromise in a single vendor’s supply chain could have 
widespread impacts where the vendor supplies a substantial portion of a given product market.18  

A number of standards and best practices have been developed to address supply chain risks in the electric power 
industry and other industries. These standards and best practices provide a more complete understanding of supply 
chain risks and the steps entities may take to mitigate them. Additionally, the Supply Chain Standards provide strong 
protections for certain categories of high-risk BES Cyber Assets. In implementing the Supply Chain Standards, 
responsible entities should incorporate some of these industry standards and best practices into their Reliability 
Standard CIP-013 Requirement R1 supply chain risk management plan(s). NERC staff will work with the CIPC Supply 
Chain Working Group to develop a guideline to assist entities in selecting which standards and best practices are 
appropriate. 
 
The Supply Chain Standards, however, do not mandate that entities provide protections for all categories of 
potentially vulnerable assets. Different categories of assets would present different risks if compromise based on the 
type of asset and its function. In subsequent sections, this report provides further information on these devices, 
provides recommendations for the steps entities should take to reduce their exposure to such risks, and, where 
appropriate, recommends further changes to the Supply Chain Standards to address the risks associated with these 
specific devices. 
 
Industry Standards and Best Practices to Address Supply Chain Risks 
Supply chain concerns are not unique to the electric power industry. Other industries that are sensitive to such risks 
have developed standards and best practices to mitigate supply chain risks. These standards and best practices, which 
are discussed in Chapter 3 of the EPRI Interim Report, may provide considerations for mitigating supply chain risks in 
the electric power industry context as well.  
 
Relevant standards and best practices include the following: 

• Off-premise Supplier Services: In the government context, where a supplier performs deployments or 
services for an entity involving federal information systems that are not on government premises, the Federal 
Risk and Authorization Management Program (FedRAMP) standards apply.  

• Third-Party Accreditation Processes: Suppliers that follow standards, such as FedRAMP and quality 
management and information security management standards published by the International Organization 
for Standardization, use independent third parties to assess their adherence to the standards.  

• Secure Hardware Delivery: The Energy Sector Control Systems Working Group of the U.S. Department of 
Energy (DOE) developed Cybersecurity Procurement Language for Energy Delivery Systems that identified 
controls for hardware delivery to help reduce the risk of compromise during transport.  

• Provenance: Provenance is the ability to provide traceability in the supply chain processes and supplier 
relationships. Several standards and guidelines address provenance, including the National Supply Chain Risk 
Management Practices for Federal Information Systems (NISTIR 7622) published by the National Institute of 
Standards and Technology (NIST). 

                                                           
17 EPRI, Supply Chain Risk Assessment Report (July 2018), 
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/EPRI_Supply_Chain_Risk_Assessment_Final_Report_public.pdf 
(“EPRI Interim Report”). 
18 See generally EPRI Interim Report at Chapter 2.  

https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/EPRI_Supply_Chain_Risk_Assessment_Final_Report_public.pdf
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• Threat Modeling: Threat modeling is a process employed to ensure that all products have a threat model 
specific to the current development scope of the product as described in International Electrotechnical 
Commission standard IEC 62443-4-1. 

• Supply Chain Deficiencies Assessment: Addressing the controls for identifying and mitigating the risk of 
assessed vulnerabilities or inherent weaknesses in the supply chain process of certain product or service 
providers is an important risk management approach as described in NIST SP 800-53. The NATF white paper 
highlights how such an approach may apply to supply chain risk management for BES cyber systems.19   

• External Dependencies Recognition: One aspect considered by the DOE’s Cyber Security Capabilities 
Maturity Model (C2M2) is considering supply chain as a process of identifying and managing external 
dependencies. Recognizing dependencies and those that are most critical to operations can improve an 
entity’s ability to highlight and mitigate supply chain risks.  

• Policy for Handling Supplied Products or Services that Do Not Adhere to Procurement Processes: Entities 
may use controls to mitigate risks when products or services are supplied that do not adhere to their specific 
supply chain policies. Such an approach is described by the U.S. Nuclear Regulatory Commission in Appendix 
B to 10 C.F.R. part 50 in the context of quality assurance. Attachment A of the NATF Cyber Security Supply 
Chain Risk Management Guidance document provides examples of controls used when procuring BES Cyber 
Assets and services.20 

• Unsupported or Open-Sourced Technology Components: Different processes must be considered to 
effectively mitigate the risk of legacy or unsupported systems while updating systems or system components. 
See NIST SP 800-53. With respect to open source products, the Open Group21 has created a set of standards 
and certification processes titled the “Trusted Technology Provider Standard (O-TTPS) Certification Program” 
to address supply chain controls for purchasers. 

• Supplier Relationships: An important aspect of managing suppliers is knowing how to terminate relationships 
with third parties in a manner that limits the operational impact of losing the product or service. Such 
considerations are addressed in the Utilities Telecom Council white paper, Supply Chain Risk Management 
for Utilities – Roadmap for Implementation.22 

 
While each of these industry standards and best practices can be informative, NERC has identified several best 
practices as particularly pertinent in addressing the supply chain risks faced by the electric power industry. NERC staff 
therefore recommends that entities adopt the following practices when developing their supply chain risk 
management programs: 

• Secure Hardware Delivery: Many Cyber Assets purchased and deployed on the BES are hardware appliances 
configured to perform very specific real-time functions; these appliances may possess code that can be 
manipulated to cause them to potentially affect the reliable operation of the BES. Instituting hardware 
delivery controls like those described by the DOE Energy Sector Control Systems Working Group may help to 
reduce the risks those devices are compromised in transport.  

• Third-Party Accreditation Processes: Entities should include an independent assessment or third-party 
accreditation process of their vendors as part of their supply chain risk management strategy as identified in 
the APPA/NRECA and NATF white papers.23 NERC will work with stakeholders to develop an accreditation 

                                                           
19 NATF White Paper at 8–9. 
20 Id. at 18. 
21 The Open Group describes itself as a “global consortium that enables the achievement of business objectives through technology standards.” 
The Open Group, https://www.opengroup.org/about-us/who-we-are. 
22 Utilities Telecom Council, Cyber Supply Chain Risk Management for Utilities – Roadmap for Implementation (Apr. 2015), available at 
https://utc.org/wp- content/uploads/2018/02/SupplyChain2015-2.pdf. 
23 See APPA/NRECA White Paper at 16; NATF White Paper at 13.  

https://www.opengroup.org/about-us/who-we-are
https://utc.org/wp-%20content/uploads/2018/02/SupplyChain2015-2.pdf
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model for identifying vendors with strong supply chain risk management practices. Such identification would 
not only help entities comply with the proposed Reliability Standards but also increase the level of confidence 
that vendors providing BES-related products and services are effectively implementing supply chain cyber 
security controls and measures. The process(es) for third party accreditation or certification should be 
developed and submitted to NERC for evaluation. Such process(es) should be implemented within 12 months 
of the effective date of Reliability Standard CIP-013-1. 

• Threat-Informed Procurement Language: Entities should tailor their security specifications to the specific 
risks of their environment. This can be accomplished through threat modeling, which is a process to ensure 
that all products have a threat model specific to the current development scope of the product. This ensures 
the risk of procurement of any application or systems is appropriately weighed against the risk of compromise 
to the overall health of the organization or the BES. For example, if an entity is procuring a new remote access 
system for its medium impact BES Cyber Systems, the threat model should reflect the impact of the remote 
access system’s effect to the BES, and the procurement language for that purchase should be specified 
according to its specific risk and system-specific vulnerabilities.  

• Processes to Address Unsupported or Open-Sourced Technology Components: Where patch sources for 
systems or components are no longer available, entities should develop a plan to mitigate potential risks 
posed by these unsupported systems. Entities should also implement controls when purchasing open source 
technology, including responsibility for ongoing support and patching. NERC staff will work with the CIPC 
Supply Chain Working Group to develop a guideline on appropriate controls. 

Using Supply Chain Controls to Mitigate Common-Mode Vulnerabilities: The Supply Chain Standards require entities 
that possess high and medium impact BES Cyber Systems to develop processes to ensure that supply chain risks are 
being managed through the procurement process. As a best practice, NERC staff expects entities that have medium 
or high impact BES Cyber Systems will apply CIP-013-1 Requirement R1 supply chain risk management plans to low 
impact BES Cyber Systems. Risks of common-mode vulnerabilities can be mitigated if supply chain security practices 
are applied uniformly across cyber asset types and BES Cyber System impact levels. Further study is needed to 
determine whether there is any reliability benefit to extending the Supply Chain Standards to low impact BES Cyber 
Systems. 
 
Additional considerations and guidance for developing robust supply chain risk management programs are provided 
in the white papers and guidance prepared by the Forums and Associations. 
 
Reliability Standards to Address Supply Chain Risks 
As noted above, NERC developed the Supply Chain Standards to address the risks to reliability posed by supply chain 
concerns. These standards require that responsible entities afford certain supply chain protections to their higher 
risk assets. This section summarizes the Supply Chain Standards and how the present applicability of those standards 
fits in the broader risk-based framework of the CIP Reliability Standards. 
 
The Framework of the NERC CIP Reliability Standards 
The NERC CIP Reliability Standards provide a risk-based, defense-in-depth approach to securing the BES against cyber 
and physical security threats. This approach requires systems or Facilities that could have the highest impact to the 
grid receive the highest level of protections. In other words, the level of controls required for protecting cyber 
systems is in proportion to the risk each system presents to reliable operation of the BPS. This approach was used to 
mitigate the risk of malicious actors targeting specific assets or electric power entities because of their potential 
impact to the grid. 
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This risk-based construct requires users, owners, and operators of the BES to identify those cyber systems (referred 
to as BES Cyber Systems) that could have on adverse effect on BES reliability if lost, compromised, or misused.24 Using 
bright-line criteria, responsible entities must then categorize their BES Cyber Systems as high, medium, or low impact 
based on the risks they present to the grid if lost, compromised, or misused. Once these BES Cyber Systems are 
identified and categorized, the CIP Reliability Standards require responsible entities to, among other things, establish 
plans, protocols, and controls to protect those systems against a cyber or physical attack, train personnel on security 
matters, report security incidents, and recover from security events. The Supply Chain Standards will require 
responsible entities to take additional actions to address cyber security risks associated with the supply chain for high 
and medium impact BES Cyber Systems. 
  
NERC Supply Chain Standards 
The Supply Chain Standards consist of new Reliability Standard CIP-013-1 (Supply Chain Risk Management) and 
revised Reliability Standards CIP-005-6 (Electronic Security Perimeter(s)) and CIP-010-3 (Configuration Change 
Management and Vulnerability Assessments). The Supply Chain Standards focus on the following four security 
objectives: software integrity and authenticity, vendor remote access protections, information system planning, and 
vendor risk management and procurement controls.  
 
Collectively, the Supply Chain Standard requirements do the following: 

• Reduce the likelihood that an attacker could exploit legitimate vendor patch management processes to 
deliver compromised software updates or patches to a BES Cyber System (CIP-010-3 Requirement R1 Part 
1.6 and CIP-013-1 Requirement R1 Part 1.2 address this concern) 

• Address vendor remote access-related threats, including the threat of stolen vendor credentials used to 
access a BES Cyber System without the responsible entity’s knowledge as well as the threat that a 
compromise at a trusted vendor could traverse over an unmonitored connection into a responsible entity’s 
BES Cyber System (CIP-005-6 Requirement R2 Parts 2.4 and 2.5 and CIP-013-1 Requirement R1 Part 1.2 
address this concern) 

• Address the risk that responsible entities could unintentionally plan to procure and install vulnerable 
equipment or software within their information systems or could unintentionally fail to anticipate security 
issues that may arise due to their network architecture or during technology and vendor transitions (CIP-013-
1 Requirement R1 Part 1.1 addresses this concern) 

• Address the risk that responsible entities could enter into contracts with vendors who pose significant risks 
to their information systems as well as the risk that products procured by a responsible entity fail to meet 
minimum security criteria (CIP-013-1 Requirement R1 Parts 1.1 and 1.2 addresses this concern) 

• Address the risk that a compromised vendor would not provide adequate notice of security events and 
vulnerabilities and related incident response to responsible entities with whom that vendor is connected 
(CIP-013-1 Requirement R1 Parts 1.2.1 and 1.2.2 addresses this concern) 

 
Consistent with the general risk-based framework of the CIP Reliability Standards, the Supply Chain Standards are 
subject only to defined categories of Cyber Assets and BES Cyber Systems. Table 1.1 summarizes the applicability of 
the Supply Chain Standards.  

                                                           
24 BES Cyber Systems consist of one or more BES Cyber Assets, which the NERC Glossary defines as follows: 

“A Cyber Asset that if rendered unavailable, degraded, or misused would, within 15 minutes of its required 
operation, misoperation, or non-operation, adversely impact one or more Facilities, systems, or equipment, 
which, if destroyed, degraded, or otherwise rendered unavailable when needed, would affect the reliable 
operation of the Bulk Electric System. Redundancy of affected Facilities, systems, and equipment shall not be 
considered when determining adverse impact. Each BES Cyber Asset is included in one or more BES Cyber 
Systems.” 
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Table 1.1: Supply Chain Standard Applicability 

Requirement CIP-013-1 CIP-005-6 R2.4 CIP-010-3 R1.6 

High Impact BES Cyber Systems    

Protected Cyber Asset associated with 
High Impact BES Cyber Systems    

Physical Access Control Systems 
associated with High Impact BES Cyber 
Systems 

   

EACMSs associated with High Impact BES 
Cyber Systems    

Medium Impact BES Cyber Systems25    

Protected Cyber Assets associated with 
Medium Impact BES Cyber Systems    

Physical Access Control Systems 
associated with Medium Impact BES Cyber 
Systems 

   

EACMSs associated with Medium Impact 
BES Cyber Systems    

Low Impact BES Cyber Systems    

 
The Supply Chain Standards will require responsible entities to provide strong protections against the risks posed by 
supply chain compromise for those BES Cyber Systems and Protected Cyber Assets that are subject to the standards. 
As discussed in subsequent sections of this report, applying these protections more broadly would help reduce the 
supply chain risks inherent to categories of assets not currently subject to the standards.  
 
Subsequent sections of this report address those assets not presently included in the Supply Chain Standards and the 
risks associated with those assets if compromised in the supply chain. Chapter 2 addresses EACMSs; Chapter 3 
addresses PACS; Chapter 4 addresses low impact BES Cyber Systems; and Chapter 5 addresses PCAs. After evaluating 
each type of asset and the overall risk environment, NERC makes recommendations for further actions to address 
those risks.  
 

                                                           
25 Reliability Standard CIP-005-6 Requirement R2 Part 2.4 and Reliability Standard CIP-010-3 Requirement R1 Part 1.6 are applicable to “Medium 
Impact BES Cyber Systems with External Routable Connectivity” and their associated PCA. 
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Chapter 2: Electronic Access Control or Monitoring Systems 
 
Overview 
This chapter addresses reliability risks associated with the supply chain for EACMSs, which are not currently subject 
to the Supply Chain Standards.  
 
EACMSs are defined in the NERC Glossary of Terms as follows:  
 

Electronic Access Control or Monitoring Systems (EACMSs): “Cyber Assets that perform 
electronic access control or electronic access monitoring of the Electronic Security 
Perimeter(s)[26] or BES Cyber Systems. This includes Intermediate Systems.” 

 
The components that make up EACMSs are typically used to control access to, secure, and monitor critical systems 
on the BES, such as EMS/SCADA and microprocessor-based relays. 
 
Examples of EACMSs include Electronic Access Points, Intermediate Systems, authentication servers (e.g., RADIUS 
servers, active directory servers, and certificate authorities), security event monitoring systems, and intrusion 
detection systems.27 EACMS components include firewalls, routers, layer three switches, intrusion-detection systems, 
log monitors, and access control systems. 
 
As discussed in this chapter, the CIP Reliability Standards currently contain protections for EACMSs. These 
protections, however, do not extend to risks specific to the supply chain. Because certain EACMSs components could 
have a real-time impact on the reliability of the BES if compromised, misused, or rendered unavailable, and consistent 
with FERC’s Order No. 850 directive,28 NERC staff recommends revising the Supply Chain Standards to address 
EACMSs. Specifically, NERC staff recommends revising the standard to include those systems that provide electronic 
access control (excluding monitoring and logging) to high and medium impact BES Cyber Systems.  
 
In the interim, NERC staff expects that entities will identify and assess supply chain vulnerabilities when procuring 
and configuring various cyber asset types associated with EACMSs that provide electronic access (excluding 
monitoring and logging) to high and medium impact BES Cyber Systems. That is, an entity should perform a 
comprehensive CIP-013-1 Requirement 1 Part R1.1 risk identification and assessment process to consider the 
potential impact of EACMSs within the entity’s operating environment. 
 
Current CIP Reliability Standard Protections for EACMSs  
NERC has existing Reliability Standards that are applicable to EACMSs: 

• Reliability Standard CIP-003-6 requires responsible entities to have policies that address cyber security for 
BES Cyber Systems, including EACMSs for high and medium impact BES Cyber Systems and electronic access 
controls for low impact BES Cyber Systems.  

• Reliability Standard CIP-004-6 requires responsible entities to implement one or more cyber security training 
program(s) appropriate to individual roles, functions, or responsibilities for those individuals that have access 
to high and medium impact BES Cyber Systems and associated EACMSs. It also requires responsible entities 
to implement one or more documented personnel risk assessment program(s) to attain and retain authorized 
electronic or authorized unescorted physical access to high and medium impact BES Cyber Systems and 
associated EACMSs. It further requires entities to implement one or more access management program(s) 

                                                           
26 The NERC Glossary defines an Electronic Security Perimeter (ESP) as “[t]he logical border surrounding a network to which BES Cyber Systems 
are connected using a routable protocol.” 
27 See Background, Reliability Standard CIP-002-5.  
28 Order No. 850 at P 30. 
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and access revocation program(s) applicable to high and medium impact BES Cyber Systems and associated 
EACMSs.  

• Reliability Standard CIP-006-6 requires responsible entities to implement one or more documented physical 
security plan(s) and documented visitor control program(s) for high and medium impact BES Cyber Systems 
and associated EACMSs.  

• Reliability Standard CIP-007-6 requires responsible entities to implement one or more documented 
processes(s) that address enabling and disabling ports and services for high and medium impact BES Cyber 
Systems and associated EACMSs. It also requires entities to implement one or more documented process(es) 
that address patch management and malicious code prevention applicable to high and medium impact BES 
Cyber Systems and associated EACMSs. It further requires entities to implement one or more documented 
process(es) that address security event monitoring and logging and system access controls applicable to high 
and medium impact BES Cyber Systems and associated EACMSs. 

• Reliability Standard CIP-009-6 requires responsible entities to implement one or more documented recovery 
plan(s) for high and medium impact BES Cyber Systems and associated EACMSs. It also requires those entities 
to test and maintain the recovery plan(s).  

• Reliability Standard CIP-010-2 requires responsible entities to implement one or more documented 
processes(s) that address configuration change management and configuration monitoring for high and 
medium impact BES Cyber Systems and associated EACMSs. It also requires responsible entities to perform 
vulnerability assessments applicable to high and medium impact BES Cyber Systems and associated EACMSs.  

• Reliability Standard CIP-011-2 requires responsible entities to implement one or more documented 
information protection program(s) and BES Cyber Asset reuse and disposal process(es) for high and medium 
impact BES Cyber System and associated EACMSs.  

 
These requirements work together to form a cohesive security protection for deployed EACMSs; however, they do 
not address the concerns specific to the supply chain discussed below. 
 
Potential BES Risks Associated with EACMSs due to Supply Chain Concerns 
EACMSs are potentially vulnerable to risks from the supply chain. If compromised, misused, or rendered unavailable, 
EACMS components could have a real-time impact on the reliability of the BES. The risks posed by supply chain 
vulnerabilities depend in large part on the specific configuration of the EACMSs, where the EACMS is deployed (i.e., 
at low, medium, or high impact BES Cyber System), and the extent to which certain compensating measures are 
employed.  
 
EACMSs can consist of systems that perform electronic access control and systems that perform monitoring and 
logging functions. The reliability risks associated with compromise of electronic access control systems are higher 
than those associated with monitoring and logging functions.  
 
If a component of an electronic access control EACMSs were to be compromised in the supply chain, such as through 
the introduction of an unauthorized “backdoor,” a malicious actor could access (or bar authorized users from 
accessing) systems that directly affect the operation of the BES. If the compromised EACMS controls electronic access 
to a medium or high impact BES Cyber System, this compromise could negatively impact the reliability of the BES.  
 
If a component of a monitoring EACMS was compromised in the supply chain, such as through the introduction of 
malicious code, it could impact the ability of the owner to quickly detect, alert to, and respond to a cyber attack. It 
can also result in real-time access alarms being masked from those that are actively assessing reliability. If a 
component of a logging EACMS was compromised, it could hinder the ability to perform forensic analysis after active 
or attempted attacks.  
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Where EACMSs are configured on a single platform, the risk to all services, including access control, monitoring, and 
logging, share a single higher risk level if the management plane29 of the single device is compromised or misused. 
This is because such devices control access to critical systems from a single point. Services required for access, 
authentication, monitoring, logging, detection, and alerting could be altered or misconfigured, blinding operators 
and security personnel to potential unauthorized access and introduction of malicious code to BES Cyber Systems 
within an ESP.  
 
The risks posed by vendor-initiated remote access sessions, whether through interactive remote access or system-
to-system remote access, also represent a significant vector for attack into the associated BES Cyber System through 
the EACMS.  
 
In evaluating the risks posed by supply chain compromise of EACMSs, NERC staff considered that half of the market 
share of substation networking equipment is held by only two vendors, one of which has a 55 percent world-wide 
enterprise network market share in the corporate environment of many industries, including the electric power 
industry.30 If a major vendor unknowingly supplied compromised networking equipment, and the compromise was 
then exploited to allow access to EACMSs controlling electronic access to medium or high impact BES Cyber Systems, 
the compromise could have widespread negative impacts on reliability.  
 
The potential risks of supply chain compromise described above can be mitigated in part by technical controls, some 
of which are addressed in the CIP Reliability Standards, while others could be addressed in an entity’s policies and 
procedures. For example, strict authorization and authentication, up to and including multi-factor authentication, 
can be used to limit the risk posed by local or remote access to the management services of an EACMS by owner or 
vendor personnel. Other technical controls that could be put in place to secure access and communications include 
the following: implementing strong password policies; implementing role-based access control; using authentication, 
authorization, and accounting services; implementing access control lists; encrypting remote access sessions; and 
using separate secured virtual local area networks for data and management traffic. Testing, verification, and 
validation of the architecture, configuration, and management access of EACMSs can also help ensure that EACMSs 
are implemented as designed, meet the expected security controls objectives, and protect BES Cyber Systems within 
a defined ESP. 
 
While the technical controls mentioned above can provide some protections against certain compromises introduced 
in the supply chain, they do not address all potential risks. Given the potential adverse impacts that could be caused 
by a compromised EACMS, it is important to identify and assess supply chain vulnerabilities when procuring and 
configuring these systems. 
 
Recommended Actions to Address the Risks 
Noting that “the vulnerabilities associated with EACMS are well understood and appropriate for mitigation,” FERC 
directed NERC in Order No. 850 to revise the Supply Chain Standards to include EACMSs.31  
 
Upon evaluation of the supply chain-related risks associated with EACMSs, particularly those posed by compromise 
of electronic access functions, NERC staff recommends that the Supply Chain Standards be modified to include 
EACMSs that perform electronic access control for high and medium BES Cyber Systems.  
 
Consistent with the risk-based framework of the CIP Reliability Standards, any future revision to the Supply Chain 
Standards should account for the fact that EACMSs present different risks based on the functions that they perform. 
                                                           
29 “Management plane” refers to the part of the system that configures, monitors, and provides management, monitoring, and configuration 
services to all layers of the system.  
30 EPRI Interim Report, at Chapter 2.  
31 Order No. 850 at P 30. 
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As described above, the cyber systems that perform electronic access control would, if compromised, present a 
higher risk to reliability than a compromise of monitoring or logging systems. This is because these access control 
systems serve as “gatekeepers” to critical systems. Work is currently underway on Project 2016-02 Modifications to 
CIP Standards32 to develop new defined terms that separate out EACMS functions so that appropriate controls can 
be placed around appropriate risks.  
 
In the interim, NERC staff expects that entities will identify and assess supply chain vulnerabilities when procuring 
and configuring various cyber asset types associated with EACMSs. Various risk assessment techniques are provided 
in the APPA/NRECA and NATF white papers. For example, entities should perform a comprehensive risk identification 
and assessment process under Reliability Standard CIP-013-1 Requirement R1.1 that would, at a minimum, consider 
the following EACMS factors within the entity’s operating environment:33 

• Identify the components that comprise the EACMSs (i.e., specific cyber asset types) 

• Identify the vendor(s) for each EACMS device type 

• Identify the functions each EACMS device type performs to protect reliability (i.e., firewall, router, switch, 
etc.) 

• Identify and prioritize: the risks presented by each EACMS device type if compromised (e.g., a compromised 
firewall could allow unauthorized or malicious traffic34); and informed potential mitigating circumstances 
(e.g., logging systems are primarily used for after-the-fact analysis rather than real-time protection) 

• Assess the identified risks posed by each device type 

• Develop potential strategies or recommendations to address and mitigate each identified risk 

• Include recommendations to address EACMS risks in the process(es) used to procure BES Cyber Systems that 
would address identified risks specific to CIP-013-1 Requirement R1 Parts R1.2.1 through R1.2.6, as 
applicable, and identify existing or planned vendor mitigation strategies or procedures that address each 
identified risk as follows: 

 Specific to CIP-013-1 Requirement R1 Parts R1.2.3 and R1.2.6, include recommendations relative to 
coordinated controls between the entity and applicable vendors associated with CIP-005-6 (Parts 2.4 and 
2.5) for managing active vendor remote access sessions to and/or through EACMS cyber asset types 

 Specific to CIP-013-1 Requirement R1 Part R1.2.5, include recommendations specific to planned methods 
associated with CIP-010-3 (Part 1.6) for verifying the identity of software sources and integrity of 
software obtained from such sources prior to application to EACMS cyber asset types 

 Specific to CIP-013-1 Requirement R1 Part R1.2.6, include recommendations for controls specific to 
identified risks associated with compromised vendor-initiated remote access sessions 

 
Reliability Standard CIP-013-1 Requirement 1 Part 1.2.5 addresses verifying the integrity and authenticity of software 
installed on particular assets. This verification helps to ensure that the software installed on high and medium BES 
Cyber Systems is not modified prior to installation without awareness of the software supplier and is not a counterfeit 
piece of software. 
  
In the EACMS context, this software enables controls and monitoring. This highlights the importance of verification, 
especially for the “gatekeeping” monitoring assets. When the Supply Chain Standards are modified as recommended, 
                                                           
32 Project 2016-02 Modifications to CIP Standards, http://www.nerc.com/pa/Stand/Pages/Project%202016-
02%20Modifications%20to%20CIP%20Standards.aspx. 
33 This list is provided as an example of considerations for the CIP-013-1 Requirement R1.1 risk identification and assessment process, but it 
should not be considered an exhaustive or prescriptive list of all the variables that should be considered by each entity for EACMS within its 
unique operating environment. 
34 See, e.g., EPRI Interim Report at 4-4. 

http://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
http://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
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the integrity and authenticity of the software installed on the particular assets that make up the system for 
monitoring and controlling would be covered by Reliability Standard CIP-013 Requirement 1 Part 1.2.5. This process 
would, in turn, support the verification required under Reliability Standard CIP-010-3, Requirement 1 Part 1.6. By 
verifying the integrity and authenticity of their EACMS software, entities can reduce the risk that software installed 
on the BES Cyber Systems (not just EACMSs, but all BES Cyber Systems) could be modified prior to installation without 
awareness of the software supplier or be a counterfeit piece of software. 
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Chapter 3: Physical Access Control Systems 
 
Overview 
This chapter addresses reliability risks associated with the supply chain for PACSs, which are not currently subject to 
the Supply Chain Standards.  
 
PACSs are defined in the NERC Glossary of Terms as follows:  

 
Physical Access Control Systems (PACSs): “Cyber Assets that control, alert, or log access to 
the Physical Security Perimeter(s),[35] exclusive of locally mounted hardware or devices at the 
Physical Security Perimeter such as motion sensors, electronic lock control mechanisms, and 
badge readers.” 
 

The systems that make up PACSs are often used to control and monitor physical access to Facilities and systems on 
the BES where BES Cyber Systems reside. These include physical intrusion-detection systems, log monitors, and 
systems to control physical access. Examples of PACSs cyber asset types include authentication servers, card systems, 
and badge control systems.36 
 
As discussed in this chapter, the CIP Reliability Standards currently contain protections for PACSs. These protections, 
however, do not extend to supply chain risk management issues. To address these risks, NERC staff recommends 
revising the Supply Chain Standards to address those systems that provide physical access control, excluding alerting 
and logging. In the interim, NERC staff expects that entities will identify and assess supply chain vulnerabilities when 
procuring and configuring various cyber asset types associated with PACSs. That is, an entity should perform a 
comprehensive Reliability Standard CIP-013-1 Requirement 1 Part R1.1 risk identification and assessment process to 
consider the potential impact of PACSs within the entity’s operating environment. 
 
Current CIP Protections for PACSs  
NERC has existing Reliability Standards that are applicable to PACSs listed as follows: 

• Reliability Standard CIP-003-6 requires responsible entities to have policies that address physical security for 
BES Cyber Systems, including PACSs for high and medium impact BES Cyber Assets and physical security 
controls for low impact BES Cyber Systems.  

• Reliability Standard CIP-004-6 requires responsible entities to implement one or more cyber security training 
program(s) appropriate to individual roles, functions, or responsibilities for those individuals that have access 
to high and medium impact BES Cyber Systems and associated PACSs. It also requires entities to implement 
one or more documented personnel risk assessment program(s) to attain and retain authorized electronic or 
authorized unescorted physical access to high and medium impact BES Cyber Systems and associated PACSs. 
It further requires entities to implement one or more access management program(s) and access revocation 
program(s) applicable to high and medium impact BES Cyber Systems and associated PACSs.  

• Reliability Standard CIP-006-6 requires responsible entities to implement one or more documented physical 
security plan(s) and documented visitor control program(s) for high and medium impact BES Cyber Systems 
and associated PACSs. 

• Reliability Standard CIP-007-6 requires responsible entities to implement one or more documented 
processes(s) that address enabling and disabling ports and services for high and medium impact BES Cyber 

                                                           
35 A PSP is defined in the NERC Glossary as “[t]he physical border surrounding locations in which BES Cyber Assets, BES Cyber Systems, or 
Electronic Access Control or Monitoring Systems reside, and for which access is controlled.” 
36 See Background, Reliability Standard CIP-002-5.  
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Systems and associated PACSs. It also requires entities to implement one or more documented process(es) 
that address patch management and malicious code prevention applicable to high and medium impact BES 
Cyber Systems and associated PACSs. It further requires entities to implement one or more documented 
process(es) that address security event monitoring and logging and system access controls applicable to high 
and medium impact BES Cyber Systems and associated PACSs. 

• Reliability Standard CIP-009-6 requires responsible entities to implement one or more documented recovery 
plan(s) for high and medium impact BES Cyber Systems and associated PACSs. It also requires those entities 
to test and maintain the recovery plan(s).  

• Reliability Standard CIP-010-2 requires responsible entities to implement one or more documented 
processes(s) that address configuration change management for high and medium impact BES Cyber Systems 
and associated PACSs. It also requires entities to perform vulnerability assessments applicable to high and 
medium impact BES Cyber Systems and associated PACSs.  

• Reliability Standard CIP-011-2 requires responsible entities to implement one or more documented 
information protection program(s) and BES Cyber Asset reuse and disposal process(es) for high and medium 
impact BES Cyber Systems and associated PACSs.  

 
These requirements work together to form a cohesive security protection for deployed PACSs; however, supply chain 
concerns still exist and are further discussed in this chapter. 
 
Potential BES Risks Associated with PACSs Due to Supply Chain Concerns 
PACSs are potentially vulnerable to risks from the supply chain. If compromised, misused, or rendered unavailable, 
PACS components could have a real-time impact on the reliability of the BES. The risks posed by supply chain 
vulnerabilities depend in large part on the specific configuration of the PACS, where the PACS is deployed (i.e., at low, 
medium, or high impact BES Cyber System), and the extent to which certain compensating measures are employed.  
 
Depending on specific configurations, PACSs could have a real-time impact on the reliability of the BES if 
compromised, misused, or rendered unavailable. Given this potential impact, it is important to consider supply chain 
vulnerabilities when procuring and configuring these systems. 
 
A number of methods and systems may be used to control, monitor, and log physical access to BES Cyber Systems. 
These methods and systems are typically supplied at least in part by third parties and are thus vulnerable to 
compromises introduced in the supply chain. 
 
Methods of physical access control include the following: 

• Card Key: A means of electronic access where the access rights of the card holder are predefined in a 
computer database. Access rights may differ from one perimeter to another. 

• Special Locks: These include, but are not limited to, locks with “restricted key” systems, magnetic locks that 
can be operated remotely, and “man-trap” systems. 

• Security Personnel: Personnel responsible for controlling physical access who may reside on-site or at a 
monitoring station. 

• Other Authentication Devices: Biometric, keypad, token, or other equivalent devices that control physical 
access into the Physical Security Perimeter (PSP). 
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• Methods to monitor physical access include the following: 

 Alarm Systems: Systems that alarm to indicate interior motion or when a door, gate, or window has been 
opened without authorization. These alarms must provide for notification within 15 minutes to 
individuals responsible for response. 

 Video Recording: Electronic capture of video images of sufficient quality to monitor activity at or near 
PSPs and/or physical security access points. 

 Human Observation of Access Points: Monitoring of physical access points by security personnel who 
are also controlling physical access. 

 
Methods to log physical access include the following: 

• Computerized Logging: Electronic logs produced by the responsible entity’s selected access control and 
alerting method. 

• Video Recording: Electronic capture of video images of sufficient quality to determine identity. 

• Manual Logging: A log book or sign-in sheet, or other record of physical access maintained by security or 
other personnel authorized to control and monitor physical access. 

 
Similar to EACMSs, the PACS cyber systems that perform physical access control present a higher risk than monitoring 
and logging systems. A compromise of PACs could allow access to systems that directly affect the operation of the 
BES, potentially allowing a threat source to negatively impact the BES reliability. Examples of scenarios applicable to 
compromised PACS components (such as those described above) include, but are not limited to, the following: 

• A combined cyber/physical attack on one or more high impact BES Cyber Systems and their host Facilities, 
where external control of previously compromised PACS elements could allow external threat actors to 
obtain undetected physical access to Control Centers and other Facilities that control or operate significant 
portions of the grid. Once inside the PSP, threat actors could detain, subvert, or eliminate the system 
operators and take physical control of the BES Cyber Systems.  

• Misuse, degradation, or destruction of PACS access control components could also allow internal threat 
actors to take adverse actions on BES Cyber Systems without detection. Such a scenario may precede a 
physical attack or support a subsequent cyber attack. 

 
While not a specific supply chain risk, there is also a high potential for insider collusion with external threat actors to 
ensure PACS supply chain compromises are activated prior to a physical attack.  
 
Compromise of the cyber systems that perform monitoring, while not presenting as high of a risk, could impact the 
ability to quickly analyze an attack and may mask real-time alarms for access from those that are actively assessing 
reliability. Compromised PACS monitoring systems may also eliminate the entity’s ability to detect illicit access to 
Facilities and their associated BES Cyber Systems. A physical or cyber attack may be preceded by loss of capability to 
monitor for unauthorized access and to issue alarms or alerts to monitoring personnel, which may lengthen response 
times and allow threat actors to succeed in their attacks. 
 
Compromise of logging systems would present a much smaller risk as these systems are used primarily to perform 
forensic analysis after active and potential attacks. Compromised PACS logging systems, however, could prevent 
accurate forensic analysis and potentially hamper recovery or restoration efforts. 
 
The potential risks of supply chain compromise described above can be mitigated in part by controls, some of which 
are addressed in the CIP Reliability Standards while others can be addressed in entity policies and procedures. For 
example, strict operational or procedural controls can be used to limit the risk posed by unauthorized physical access 



Chapter 3: Physical Access Control Systems 
 

NERC | Supply Chain Risks and Recommended Actions | DRAFT March 2019 
15 

to BES Cyber Systems. Other controls that could be put in place to restrict access include implementing a completely 
enclosed “six-wall” boundary and implementing two or more different and complementary physical access controls. 
Testing, verification, and validation of the architecture, configuration, and management access of PACSs can also help 
ensure that PACSs are implemented as designed, meet the expected security controls objectives, and protect BES 
Cyber Systems within a defined PSP. 
 
In addition, a threat actor must be physically present at the facility in order to exploit the vulnerability created by a 
compromised PACS system. A threat actor may also need to bypass several physical access or monitoring controls 
that have not been compromised in order to gain access.  
 
However, given the potential adverse impacts that could be caused by compromised PACSs, particularly 
compromised access control systems, it is important to identify and assess supply chain vulnerabilities when 
procuring and configuring these systems. 
 
Recommended Actions to Address the Risks 
Upon evaluation of the supply chain-related risks associated with PACSs, particularly those that control physical 
access, NERC staff recommends that the Supply Chain Standards be modified to include PACSs that perform physical 
access controls for high and medium BES Cyber Systems.  
 
Consistent with the risk-based framework of the CIP Reliability Standards, any future revision(s) to the Supply Chain 
Standards should account for the fact that PACSs present different risks based on the functions that they perform. As 
described above, the cyber systems that perform physical access control would, if compromised, present a higher 
risk to reliability than a compromise of alerting and logging systems.  
 
In the interim, NERC staff expects that entities will identify and assess supply chain vulnerabilities when procuring 
and configuring various cyber asset types associated with PACSs. Various risk assessment techniques are provided in 
the APPA/NRECA and NATF White Papers. For example, a comprehensive risk identification and assessment process 
under Reliability Standard CIP-013-1 Requirement R1.1 would, at a minimum, consider the following PACSs factors 
within the entity’s operating environment:37 

• Identify the components that comprise the PACSs (i.e., specific cyber asset types), including, but not limited 
to, the following: 

 Servers  

 Workstations 

 Cameras and other surveillance equipment 

 Access control cyber asset components 

 Monitoring components 

 Logging components 

• Identify the vendor(s) for each PACS device type 

• Identify the functions each PACS device type performs to protect reliability (e.g., authorizing and granting 
access, detection, response, monitoring, logging, etc.) 

                                                           
37 This list is provided as an example of considerations for the CIP-013-1 Requirement R1.1 risk identification and assessment process, but it 
should not be considered an exhaustive or prescriptive list of all the variables that should be considered by each entity relative to supply chain 
risk management risks associated with PACS cyber asset types within its unique operating environment. 
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• Identify and prioritize the risks presented by each PACS device type if compromised (i.e., a compromised 
access authorization system could allow unauthorized or malicious access) 

• Identify potential mitigating circumstances (i.e., logging systems are primarily used for after-the-fact analysis 
rather than real-time protection) 

• Assess the identified risks posed by each device type 

• Develop potential strategies and/or recommendations to address and mitigate each identified risk 

• Include recommendations to address PACS risks the process(es) used to procure BES Cyber Systems that 
would address identified risks specific to CIP-013-1 Requirement R1 Parts R1.2.1 through R1.2.6, as 
applicable, and identify existing or planned vendor mitigation strategies or procedures that address each 
identified risk: 

 Specific to CIP-013-1 Requirement R1 Parts R1.2.1, R1.2.2, and R1.2.4, entities may include physical 
security mitigation plans to minimize threats associated with such notifications and disclosures (e.g., 
increase guard force personnel to provide manual physical access controls at PSP Entry Points until such 
identified vulnerabilities are addressed) 

  Specific to CIP-013-1 Requirement R1 Parts R1.2.3 and R1.2.6, integrate recommendations relative to 
coordinated controls between the entity and applicable vendors for managing physical access and active 
vendor remote access sessions to and/or through PACS cyber asset types 

 Specific to CIP-013-1 Requirement R1 Part R1.2.5, integrate recommendations specific to planned 
methods associated with CIP-010-3 (Part 1.6) for verifying the identity of software sources and integrity 
of software obtained from such sources prior to application to PACS cyber asset types 

 Specific to CIP-013-1 Requirement R1 Part R1.2.6, integrate recommendations for controls specific to 
identified risks associated with compromised vendor-initiated remote access sessions 
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Chapter 4: Low Impact BES Cyber Systems 
 
Overview  
Under the CIP-002 standard, responsible entities are required to categorize their BES Cyber Systems as either high, 
medium, or low impact using the bright-line impact rating criteria (IRC) outlined in Attachment 1 to the standard, as 
follows: 

• Section 1 identifies the IRC for high impact BES Cyber Systems. The IRC is limited to BES Cyber Systems 
associated with four categories of Control Centers (see IRC 1.1–1.4).  

• Section 2 identifies medium impact BES Cyber Systems associated with Control Centers, generation and 
transmission Facilities as well as specified remedial action and load shedding schemes (see IRC 2.1–2.13).  

• Section 3 identifies BES Cyber Systems located at all other BES assets that were not previously identified 
under Sections 1 or 2. These low impact BES Cyber Systems are associated with smaller BES Facilities, such as 
Control Centers, generation and transmission Facilities, systems and Facilities critical to system restoration, 
specified transmission protection systems, including certain system protection and restoration systems 
owned by Distribution Providers (see IRC 3.1–3.6). 

 
The Supply Chain Standards are applicable only to high and medium impact BES Cyber Systems.  
 
In 2016, registered entities were requested to report the number of BES assets (e.g., Control Center, backup Control 
Center, substation, generation plant, etc.) identified in CIP-002-5.1 Requirement R1, Attachment 1 with high, 
medium, and low impact BES Cyber Systems as of July 1, 2016. Based on the results, NERC determined that 
approximately 21 percent of NERC registered entities own high or medium impact BES Cyber Systems; the remainder 
own only low impact BES Cyber Systems. It is important to note, however, that these survey results do not represent 
the percentage of assets containing low impact BES Cyber Systems. Many of the 21 percent of registered entities that 
own and/or operate high and medium impact BES Cyber Systems also own and operate a significant number of low 
impact BES Cyber Systems. Thus, additional data is needed to gauge the percentage of assets containing low impact 
BES Cyber Systems that are owned or operated by registered entities that also own medium and high impact BES 
Cyber Systems. Further study will help assess the residual risk to BES reliability associated with entities that own only 
low impact BES Cyber Systems. 
 
NERC staff recommends further study of this issue as discussed below to determine whether the inclusion of low 
impact BES Cyber Systems with External Routable Connectivity should be considered while taking into account the 
number and nature of such low impact BES Cyber Systems, the benefits of including such systems in the Supply Chain 
Standards, and the associated costs of extending CIP-013 to cover these systems. While this work is underway, NERC 
staff recommends that the CIPC Supply Chain Working Group develop a guideline to assist entities in applying supply 
chain risk management plans to low impact BES Cyber Systems.  
 
Supply Chain Risks Associated with Low Impact BES Cyber Systems 
Low impact BES Cyber Systems are generally comprised of the same types of cyber assets as those in high and medium 
impact BES Cyber Systems and are therefore subject to similar supply chain risks, but individually present a lower risk 
to BES reliability if they are compromised. For example, these supply chain risks would include those posed by the 
introduction of malicious code in the supply chain and the employees of vendors who have remote access into their 
systems. These two risks have been cited by NRECA and APPA as two of the most significant supply chain risks facing 
their member entities.38 
 

                                                           
38 APPA/NRECA white paper at 2.  
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The applicability of the Supply Chain Standards is consistent with the overall framework of the CIP Reliability 
Standards discussed above, which is to focus entity attention and resources on those assets that could pose the 
greatest risks to reliability if they were to be compromised. Low impact BES Cyber Systems are typically associated 
with isolated, smaller Facilities that are not currently subject to most39 of the CIP Reliability Standards. Although 
compromise of an individual low impact BES Cyber System would, by definition, not pose a risk to reliability, the EPRI 
Interim Report40 highlighted the potential negative impacts on reliability if numerous low impact BES Cyber Systems 
were compromised. This could happen if a major vendor with sizeable market share unintentionally supplied a 
compromised product to a sizeable percentage of the industry, and a malicious actor then exploited the single 
configuration-based vulnerability across a number of devices. Viruses, worms, and malware programs target 
“common mode vulnerabilities” in this manner.  
 
To better understand this potential risk, EPRI conducted a market data analysis. This analysis consisted of assessing 
the product/manufacturer types used on the BES for SCADA/control systems, network and telecommunications, and 
operating systems. While this analysis does not break out the percentages of vendors supplying only low impact BES 
Cyber Systems, the information is useful as a general representation of the current state of the market. EPRI’s analysis 
showed that two vendors, when combined, have half of the market share of substation networking equipment. It 
also showed the dominance of the Windows operating system in deployed systems. A further look at the data showed 
that a significant number of systems were running outdated (unsupported) operating systems and/or open operating 
systems. Also, two vendors, when combined, hold 82 percent of the existing deployment of energy management 
systems. By contrast, EPRI determined that no single vendor in the market for remote terminal units exceeded 20 
percent market share.41  
 
The risk to reliability posed by the mass exploit of a “common mode vulnerability” introduced in the supply chain for 
low impact BES Cyber Systems may be mitigated by several factors. First, while many CIP Reliability Standards are not 
applicable to low impact BES Cyber Systems, applying basic cyber hygiene practices could limit the reach and impact 
of such an event. Examples of such practices include application whitelisting, patching, minimizing domain or local 
administrative privileges, and disabling local administrative accounts where they are unnecessary. Second, the Supply 
Chain Standards are expected to have a positive impact on the overall market for electric industry goods and services, 
which would ultimately reduce the supply chain risks associated with low impact BES Cyber Systems. As noted in the 
APPA/NRECA White Paper, smaller entities that own only low impact BES Cyber Systems often purchase from the 
same, well-established vendors that larger entities with higher risk assets use. As larger entities with medium and 
high impact BES Cyber Assets demand certain supply chain practices from vendors, vendors may choose to apply 
those supply chain practices to all of their products sold to the electric power industry.42 The Supply Chain Standards 
would therefore provide protections to low impact BES Cyber Assets even though the standards do not specifically 
cover them. 

 
There is a second potential risk associated with low impact BES Cyber Systems, particularly those owned by an entity 
that also owns high or medium BES Cyber Systems. The risk is that a malicious actor could target the supply chain for 
a low impact BES Cyber System and, assuming no other controls were in place, exploit that vulnerability to attack 
other systems owned by the same entity, including high and medium BES Cyber Systems at larger and more critical 
BES Facilities including Control Centers, generation plants, and transmission Facilities. 
 

                                                           
39 Effective January 1, 2020, Reliability Standard CIP-003-7 will be applicable to low impact BES Cyber Systems; Requirements R1.2 and R2 will 
require certain programmatic, physical, and electronic access protections. 
40 EPRI, Supply Chain Risk Assessment Report (July 2018), 
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/EPRI_Supply_Chain_Risk_Assessment_Final_Report_public.pdf 
(“EPRI Interim Report”). 
41 For more information on the specific market assessment, refer to the EPRI Interim Report at Chapter 2.  
42 APPA/NRECA white paper at 9-10.  

https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/EPRI_Supply_Chain_Risk_Assessment_Final_Report_public.pdf
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This risk is thought to be mitigated, in large part, by entity supply chain practices. During the standard development 
process for the Supply Chain Standards, several procurement professionals stated that, other than for specific 
projects, they typically order cyber asset types without regard to the final destination. For example, orders may be 
placed for warehouse stock. A comprehensive Reliability Standard CIP-013-1 Requirement R1 supply chain risk 
management procurement plan that addresses all cyber asset types used by a registered entity in its high and medium 
impact BES Cyber Systems would also reduce comparable supply chain cyber security risks for assets deployed in low 
impact BES Cyber Systems. 
 
Recommended Actions to Address the Risks 
As a best practice, NERC staff expects entities that have medium or high impact BES Cyber Systems will voluntarily 
apply CIP-013-1 Requirement R1 supply chain risk management plans to low impact BES Cyber Systems. This would 
help reduce the residual risks arising from the supply chain to those systems. Any cyber asset types identified as 
exclusive to low impact BES Cyber Systems should be evaluated on a case-by-case basis to determine the impact and 
extent of any supply chain risk management risks, which, if realized, could present a significant threat to the reliability 
of the BES. For entities that own both low and medium or high impact BES Cyber Systems, applying such practices to 
all assets regardless of destination would not only reduce the risks to its low impact BES Cyber Systems, but would 
also help streamline procurement and deployment processes generally.  
 
NERC staff expects entities that own only low impact BES Cyber Systems to develop supply chain risk management 
programs tailored to their unique risk profiles and priorities. The APPA/NRECA white paper43 provides considerations 
for smaller entities in developing such programs. NERC staff will work with the CIPC Supply Chain Working Group to 
develop a guideline to assist entities in voluntarily applying supply chain risk management plans to low impact BES 
Cyber Systems. 
 
For several reasons, NERC staff does not recommend revising the Supply Chain Standards to require protections for 
all low impact BES Cyber Systems at this time. The risk-based approach used in the CIP Reliability Standards generally, 
and the Supply Chain Standards specifically, enables responsible entities to prioritize controls for high and medium 
impact BES Cyber Assets. High and medium impact BES Cyber Systems as categorized in CIP-002 generally describe 
assets that are critical to interconnected operations, including transmission operations, reliability coordination, and 
balancing functions. CIP-013-1 provides responsible entities with flexibility for determining appropriate steps for 
addressing supply chain cyber security risks for low impact BES Cyber Systems. This approach provides an opportunity 
for industry to take measured steps to address complex supply chain cyber security risks based on their system needs. 
The reliability benefit of a measured and prioritized approach is that it is more manageable for responsible entities 
to focus the development of their plans, processes, and controls on the smaller subset of cyber assets that includes 
the most significant cyber assets.  
 
As described above, the implementation of the Supply Chain Standards is expected to have broader, positive impacts 
on both vendor and entity supply chain practices. Practices adopted by vendors to satisfy purchasers of assets 
deployed in high and medium BES Cyber Systems may ultimately be extended to assets deployed in low impact BES 
Cyber Systems as well. Following implementation of the Supply Chain Standards, NERC may find that there is no 
incremental reliability benefit associated with extending the Supply Chain Standards to low impact BES Cyber 
Systems. 
 
Further, extending the Supply Chain Standards to low impact BES Cyber Systems could have unintended effects that 
may inadvertently increase the risk of common-mode vulnerabilities due to the reduction in diversity of vendors. For 
example, some vendors may choose not to provide small entities with the services required by the standards, such 
                                                           
43 APPA/NRECA, Managing Cyber Supply Chain Risk – Best Practices for Small Entities (Apr. 25, 2018), https://www.cooperative.com/programs-
services/government-relations/regulatory-issues/documents/supply%20chain%20white%20paper%204-25%20final.pdf (“APPA/NRECA White 
Paper”). 

https://www.cooperative.com/programs-services/government-relations/regulatory-issues/documents/supply%20chain%20white%20paper%204-25%20final.pdf
https://www.cooperative.com/programs-services/government-relations/regulatory-issues/documents/supply%20chain%20white%20paper%204-25%20final.pdf
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as providing notification of vendor identified incidents that pose a cyber risk to the small entity, and owners of low 
impact BES Cyber Systems may thus have a smaller pool of potential vendors from which to choose. This smaller 
vendor pool could result in an increased risk that a common mode vulnerability in any one vendor’s products or 
services could affect a substantial number of low impact BES Cyber Systems. Further study is necessary to determine 
the costs, reliability benefits, and potential unintended consequences of extending the Supply Chain Standards to 
low impact BES Cyber Systems. 
Nevertheless, given the potential risk of a common mode vulnerability affecting numerous low impact BES Cyber 
Systems, NERC staff recommends further study to determine whether low impact BES Cyber Systems with External 
Routable Connectivity should be included within the scope of CIP-013. External Routable Connectivity is defined in 
the NERC Glossary as follows:  
 

“The ability to access a BES Cyber System from a Cyber Asset that is outside of its associated 
Electronic Security Perimeter via a bi-directional routable protocol connection.” Given this 
connectivity, these low impact BES Cyber Systems may pose a higher risk that could warrant 
mandatory supply chain protections.  

 
First, NERC staff will propose to the Board a Request for Data or Information under Section 1600 of the NERC Rules 
of Procedure to obtain more information about the nature and number of BES Cyber Systems currently in use. NERC 
staff will work with the CIPC Supply Chain Working Group to determine the appropriate scope of the request. NERC 
staff expects that the request would address, at a minimum, the following considerations: 
 

• The approximate total number of BES Cyber Assets in high/medium impact BES Cyber System(s): Of this 
number, the approximate number that have External Routable Connectivity 

• The approximate total number of BES Cyber Assets in low impact BES Cyber Systems: Of this number, the 
approximate number that have External Routable Connectivity 

• Questions to determine incremental costs to extend CIP-013 to low impact BES Cyber Systems with External 
Routable Connectivity:  

 The costs for entities that have high/medium impact BES Cyber Systems 

 The costs for entities that have only low impact BES Cyber Systems 

 
Second, NERC staff will monitor the issue through the use of pre audit surveys and questionnaires following the 
implementation of the Supply Chain Standards to determine whether new information supports modifying the 
standards to include low impact BES Cyber Systems with External Routable Connectivity and to determine if there is 
consistent application of the criteria in CIP Reliability Standards that differentiate medium impact BES Cyber Systems 
from low impact. This new information would include actual market and entity practices following implementation 
of the Supply Chain Standards and the extent to which these practices may help reduce risks to reliability stemming 
from the supply chains for low impact BES Cyber Systems, including those with External Routable Connectivity. With 
this information, NERC and its stakeholders may make an informed analysis of whether mandatory requirements for 
all or a subset of low impact BES Cyber Systems are appropriate while taking into account the costs, expected benefits, 
and all other relevant considerations. 
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Chapter 5: Protected Cyber Assets 
 
Overview 
This chapter addresses the supply chain risk management risks posed by PCAs, which are currently subject to only a 
limited subset of the Supply Chain Standards.  
 
PCAs are defined in the NERC Glossary of Terms as follows: 
 

Protected Cyber Assets (PCAs): “One or more Cyber Assets connected using a routable 
protocol within or on an Electronic Security Perimeter that is not part of the highest impact 
BES Cyber System within the same Electronic Security Perimeter. The impact rating of 
Protected Cyber Assets is equal to the highest rated BES Cyber System in the same ESP.” 

 
Since there is a wide range of assets that fall under the category of PCAs, it is not possible to clearly define a general 
risk to the BES in the event they are compromised due to supply chain vulnerabilities. NERC staff recommends that 
entities, as a best cyber security practice, evaluate each PCA type on a case-by-case basis to identify any specific risks 
associated with supply chain risk management. This evaluation will allow each entity to determine whether supply 
chain risk management procurement processes are needed to mitigate the risk to associated BES Cyber Systems. 
NERC staff will work with the CIPC Supply Chain Working Group to develop a guideline to assist entities in evaluating 
their PCAs to determine what, if any, additional supply chain protections are needed. 
 
Potential BES Risks Associated with PCAs due to Supply Chain Concerns 
It is difficult to provide a general assessment of the risks that supply chain-compromised PCAs could present to the 
BES. By definition, PCAs do not represent an immediate 15-minute adverse impact to the reliability of the BES. PCA 
types, however, are sometimes identical to those cyber asset types identified as BES Cyber Assets. As a result, supply 
chain risk management practices should be highly dependent on the specific function of the PCA in question and the 
exposure risk to the BES Cyber Systems in the same ESP.  
 
Overall PCAs are cyber assets most likely to be typical information technology assets like workstations, servers, 
printers, scanners, and other peripherals that support the work of operators and staff in the Control Center, data 
center, or security operations center environment. Based on type and configurations, PCAs could have the same risk 
profile of BES Cyber Assets associated with a high or medium BES Cyber System. Compounding the risk is that these 
systems may reside on the same network segments as a BES Cyber System while not being part of the BES Cyber 
System. Due to the potential interconnectedness of the PCA with the BES Cyber System, a compromise or misuse of 
the PCA could pivot to the BES Cyber System. The potential risk can be mitigated in part by technical controls, some 
of which are addressed in the CIP Reliability Standards and others which can be addressed in policies and procedures. 
For example, implementing access control lists, intrusion prevention systems, and malicious software prevention 
tools can be used to limit the risk posed by PCAs possibly impacting interconnected BES Cyber Systems.  
 
Recommended Actions to Address the Risks 
As a best practice, NERC staff recommends that entities evaluate each PCA type on a case-by-case basis to identify 
any specific risks associated with supply chain risk management and to determine whether supply chain risk 
management procurement processes are needed to mitigate risks to associated BES Cyber Systems. NERC staff will 
work with the CIPC Supply Chain Working Group to develop a guideline to assist entities in evaluating their PCAs to 
determine what, if any, additional supply chain protections are needed. 
 
Entities should seek assurance that hardware or software components for PCAs are authentic and have not been 
modified prior to provisioning the PCA and when deploying required operational or security updates. Approved 
configuration management and change management processes should be followed for PCAs. A best practice would 
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be to also include PCAs in a registered entity’s baselining program to track and monitor the state of PCAs within their 
critical infrastructure networks. 
 
Since PCAs are often the same cyber asset type as many common BES Cyber Assets, they may be subject to “common 
mode vulnerabilities” and represent an attack vector to BES Cyber Systems contained within the same ESP as the 
PCA. A comprehensive CIP-013-1 Requirement R1 supply chain cyber security risk management plan could be 
effective to support mitigation of PCA cyber assets obtained under the same supply chain risk management 
procurement plan as BES Cyber Systems associated with high and medium impact BES Cyber Systems. The specific 
processes should be made on a case-by-case basis after evaluating the potential risks associated with the supply chain 
for that device. 
 
NERC staff does not recommend revising the Supply Chain Standards at this time to include PCAs. While PCAs are on 
the same network as BES Cyber Systems, other controls deployed on the BES Cyber Systems under the CIP-007 and 
CIP-010 standards would protect the actual assets that could have a 15-minute impact if rendered unavailable, 
degraded, or misused. Since there is a wide range of assets that fall under the category of PCA, the case-by-case 
approach described above would provide a flexible and cost effective approach to addressing supply chain risks 
associated with specific PCAs while avoiding unnecessary regulatory burden. 
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Chapter 6: Conclusion 
 
Compromise of certain cyber assets in the supply chain could pose a threat to BES reliability. The Supply Chain 
Standards require responsible entities that possess high and medium impact BES Cyber Systems develop processes 
to ensure that supply chain risks are being managed through the procurement process. The Supply Chain Standards 
will be applied to the higher-risk systems that have the greatest impact to the grid.  
 
NERC staff recommends that the Supply Chain Standards be modified to include certain assets associated with high 
and medium impact BES Cyber Systems in light of the risks that may be posed by compromise of such devices in the 
supply chain. In light of the risks posed by compromise of such devices, and to address FERC’s Order No. 850 directive, 
NERC staff recommends revising the Supply Chain Standards to address EACMSs. Specifically, NERC staff recommends 
revising the standard to include EACMSs that provide electronic access control (excluding monitoring and logging). 
NERC staff also recommends revising the Supply Chain Standards to include PACSs that provide physical access 
control (excluding alarming and logging) to high and medium impact BES Cyber Systems. In the interim, NERC staff 
expects that entities will apply supply chain security practices to EACMSs and PACSs to help mitigate supply chain 
risks associated with these devices.  
 
At this time, NERC staff does not recommend that the Supply Chain Standards be modified to include all low impact 
BES Cyber Systems. As a best practice, NERC staff expects entities that have medium or high impact BES Cyber Systems 
will voluntarily apply CIP-013-1 Requirement R1 supply chain risk management plans to low impact BES Cyber Systems 
to ensure risks are identified and assessed without regard for the ultimate destination of such common cyber assets. 
Additional consideration may need to be given to processes used by vendors and entities to mitigate supply chain 
risk to lower impact systems. Risks of common-mode vulnerabilities, as described in Chapter 4, can be mitigated if 
supply chain security practices are applied uniformly across cyber asset types and BES Cyber System impact levels. 
Further study is needed, however, to determine whether there is any reliability benefit to extending the Supply Chain 
Standards to low impact BES Cyber Systems. 
 
NERC staff expects entities that own only low impact BES Cyber Systems will develop supply chain risk management 
programs tailored to their unique risk profiles and priorities. The APPA/NRECA white paper provides considerations 
for smaller entities in developing such programs. NERC staff will work with the CIPC Supply Chain Working Group to 
develop a guideline to assist entities in voluntarily applying supply chain risk management plans to low impact BES 
Cyber Systems. 
 
Due to the wide variation in risks associated with PCAs and mitigating controls already in place, NERC staff does not 
recommend that the Supply Chain Standards be modified to further address PCAs. NERC staff does, however, 
recommend that entities evaluate the risks on a case-by-case basis and adopt supply chain controls as appropriate to 
address those risks. NERC staff will work with the CIPC Supply Chain Working Group to develop a guideline to assist 
entities in evaluating their PCAs to determine what, if any, additional supply chain protections are needed. 
 
Applying Industry Practices and Guidelines  
Chapter 1 identified several noteworthy supply chain risk management techniques that are not required by the CIP 
Reliability Standards. While these standards address many fundamental elements of effective processes to manage 
the risk of a supply chain, the following noteworthy approaches, if applied correctly, can reduce residual supply chain 
risks: 

• Independent Assessment or Third-Party Accreditation Processes: Entities should verify that standardized 
processes and measures were achieved to mitigate supplier risks. 

• Secure Hardware Delivery: Entities should take steps to ensure that hardware and software are protected 
during physical transport. 
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• Threat-Informed Procurement Language: Entities should tailor their security specifications to the specific 
risk of their environment. 

• Unsupported or Open-Sourced Technology Component Processes: Entities should employ processes to 
mitigate residual risks for unsupported systems and for open source technology. 

• Using Supply Chain Controls to Mitigate Common-Mode Vulnerabilities: Entities should voluntarily apply 
similar techniques to manage supply chain risks at lower impact levels.  

 
NERC staff recommends entities include these practices in developing their supply chain risk management programs. 
 
Going Forward 
NERC will work through its existing processes with stakeholders to review NERC staff’s recommendations in this 
report and determine appropriate follow up actions. 
 
The following additional work should be undertaken to evaluate the recommendations included in this report: 

• Section 1600 Data Request: NERC staff, working with the CIPC Supply Chain Working Group, will develop a 
Request for Information or Data under Section 1600 of the NERC Rules of Procedure in an expedited manner. 
The results of this request will inform whether low impact BES Cyber Systems with External Routable 
Connectivity should be included within the scope of CIP-013.  

• Security Guidelines: NERC staff, working with the CIPC Supply Chain Working Group, will develop security 
guidelines to assist entities in managing supply chain risks for EACMSs, PACSs, PCAs and low impact BES Cyber 
Systems. 

• Practice Guides: The ERO will develop CMEP practice guides to create clear expectations on the types of 
questions registered entities may expect regarding their low impact BES Cyber Assets and the supply chain 
risk management activities afforded to those assets. 

• Pre Audit Surveys and Questionnaires to Help Identify and Assess Industry Practices: Voluntary efforts to 
obtain risk data in the preliminary stages of Compliance Monitoring and Enforcement Program activities can 
be used to obtain information about the installed base of systems used on the BES, the procurement language 
in contracts negotiated with key vendors, and data describing which CIP applicable systems have benefited 
from procurement language stemming from the Supply Chain Standards.  

• Targeted Outreach to Vendors that Support the Reliability of the BES: Various vendors support the secure 
operations of the BES. Next steps should consider coordinated outreach to vendors that have a high market 
share of supplied products and services to the BES to ensure that they have awareness to their products’ 
potential impact to reliability and their customers’ responsibility to meet the rigor required by the CIP 
Reliability Standards. It is encouraged that industry work with their vendor points of contacts to ensure that 
technical and contractual considerations are addressing the standards. 

• Development of Standardized Vendor Data Sheets: One of the challenges identified during the analysis of 
information used to prepare this report was the availability of vendor supply chain practices. The CIPC is 
working to develop a document for vendors about the CIP Reliability Standards. Further consideration should 
be given to the creation of a standardized method to provide product and supply chain security facts and 
features regarding vendor capabilities to help mitigate supply chain risks. 

• Third Party Accreditation/Certification Processes: Process(es) for third party accreditation or certification 
should be developed and submitted to NERC for evaluation. NERC will work with stakeholders to develop an 
accreditation model for identifying vendors with strong supply chain risk management practices. Such 
identification would not only help entities comply with the proposed Reliability Standards but also increase 
the level of confidence that vendors providing BES-related products and services are effectively implementing 
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supply chain cyber security controls and measures. Such process(es) should be implemented within 12 
months of the effective date of Reliability Standard CIP-013-1. 

• Independent Testing of Legacy Applications and Products: As discussed in NERC’s plan to address supply 
chain risks, partnerships with independent organizations used to test and communicate product 
vulnerabilities used on the BES will be a key activity going forward. Understanding known vulnerabilities of 
the installed base will support the industry’s effort to become more effective in negotiating contracts and 
resolving security issues in the procurement of upgraded systems and implementation of greenfield systems. 

 
Future Considerations 
In developing this report, NERC has identified several issues that, while outside the scope of this report, should be 
considered as part of future evaluations of supply chain risks and the effectiveness of the Supply Chain Standards.  
 
As technologies and attacks have advanced and become more complex, entities are expressing interest in partnering 
with outside and government security services. These includes services like NERC’s Cyber Security Risk Information 
Sharing Program (CRISP), Cybersecurity for the Operational Technology Environment, and those of external vendors 
and internal monitoring centers. It may prove difficult to understand and manage any supply chain risks for these 
systems. However, these providers have visibility into emerging threats and trends that comes through their 
extensive collections of information. Analysis of this information can then be shared more broadly, improving the 
overall cyber security posture of the customers and reliability of the BES through early detection of compromise.  
 
Under the current body of CIP Reliability Standards, using these types of security services (that may also include 
electronic access or monitoring) may bring all Cyber Assets involved into scope as an EACMS. This may discourage or 
even preclude entities from using these services based on the associated BES Cyber System level requirements of an 
EACMS. These limitations affect patching, baselines, and other requirements as outlined in the CIP Reliability 
Standards, and may also be impacted by the Supply Chain Standards. There is great value in correlating security events 
seen across those networks that could be expanded to include an entity’s other non-BES Cyber Assets. This activity 
could be precluded or discouraged through the administration of the current CIP Reliability Standards. 
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Appendix A: Summary of Actions Taken to Support the NERC 
Board Resolutions on Supply Chain 
 
Support Effective and Efficient Implementation 
The Board requested NERC to commence preparations for implementation of the Supply Chain Standards by using 
similar methods during the CIP V5 transition and regularly report to the Board on those activities. 
 
To support this action, NERC engaged in several activities. NERC created a Supply Chain Risk Mitigation Program 
webpage to provide a single source for resources. The CIPC has established an advisory task force to provide input 
on activities to support standard implementation (e.g., webinars, workshops, and technical conferences) in 
coordination with NERC and the Regional Entities. Efforts are also underway to document existing risks and develop 
security guidelines for use by industry in managing known supply chain risks.  
 
NERC and the Regional Entities hosted several small group advisory sessions with registered entities and NERC 
standards developers to discuss the preparation for and implementation of the Supply Chain Standards. Each session 
consisted of closed one-on-one discussions between a registered entity’s supply chain security experts and ERO 
Enterprise staff about concerns pertinent to the entity’s implementation of the proposed Supply Chain Standards. 
These sessions resulted in the development of a Frequently Asked Questions document.44 The document addresses 
many of the questions and concerns voiced during those sessions.  
 
In addition, NERC and the Regional Entities presented on the Supply Chain Standards and the security concerns 
regarding supply chain during regional workshops and outreach engagements. These presentations highlighted some 
of the costs regarding cyber attacks, risks identified in the EPRI Interim Report, and well-known public supply chain 
compromises. NERC also presented similar presentations to industry and other independent industry groups.  
 
Going forward, NERC is considering additional small group advisory sessions and providing targeted outreach to 
entities and stakeholders. 
 
In addition to actions taken to support the Board Resolutions, industry is also using existing NERC structures to 
improve reliability, security, and compliance. For instance, several prequalified organizations have already submitted 
compliance implementation guidance to support effective implementation of the Supply Chain Standards. 
 
Cybersecurity Supply Chain Risk Study 
The Board requested NERC to study the nature and complexity of cyber security supply chain risks, including those 
associated with low impact assets not currently subject to the Supply Chain Standards, and develop 
recommendations for follow-up actions that will best address identified risks. The interim report would be due 12 
months after adoption of the resolutions and a follow-up final report would be due 18 months after adoption. 
 
The following activities have occurred to support this action and are listed as follows: 

• Interim Report 

 NERC contracted the Electric Power Research Institute to prepare an interim report on supply chain 
risks. The report focuses on the following areas:  

o An assessment of product/manufacturer types used on the BES 

o An analysis and applicability to BES Cyber Assets 

                                                           
44 Frequently Asked Questions, Supply Chain – Small Group Advisory Sessions: 
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/SGAS%20FAQ%2006252018.pdf. (June 28, 2018). 

https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/SGAS%20FAQ%2006252018.pdf
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o An analysis of best practices and standards in other industries to mitigate supply chain risks  

o An analysis of generalized vendor practices and approaches used to mitigate supply chain risks  

 NERC staff presented the interim report at the August 2018 Board meeting and posted the report on 
the Supply Chain Risk Mitigation Program webpage. 

• Final Report 

This report, Supply Chain Risks: Final Report and Recommended Actions, was presented in draft to the 
Board in February 2019 and will be presented for acceptance to the Board in May 2019.   

 
Communicate Supply Chain Risks to Industry 
The Board requested NERC to communicate supply chain risk developments and risks to industry in connection with 
this report.  
 
The following activities have occurred to support this action: 

• NERC and E-ISAC have used NERC Alerts to communicate supply chain risks to industry. 

• E-ISAC included a supply chain risk topic in NERC’s Grid Security Exercise (GridEx IV). 

• NERC and Regional Entities have included supply chain topics at workshops in 2018. 

• CIPC is in the process of developing supply chain security guidelines. 
 

Forum White Papers  
The Board requested that the Forums (NATF and the NAGF) develop (and distribute, as permissible) white papers to 
address best and leading practices in supply chain management as described in the resolution. 
 
To support this action, the Forums have developed white papers, which are posted on the Supply Chain Risk 
Mitigation Program webpage. 
 
Association White Papers  
The Board requested that the Associations (NRECA and APPA) develop (and distribute, as permissible) white papers 
to address best and leading practices in supply chain management, focusing on smaller entities that are not 
members of the Forums, for the membership of the Associations.  
 
To support this action, the Associations jointly developed a white paper, which is posted on the Supply Chain Risk 
Mitigation Program webpage. 
 
Evaluate Supply Chain Standard Effectiveness  
The Board requested that NERC, collaborating with NERC technical committees and other experts, develop a plan to 
evaluate the effectiveness of the Supply Chain Standards, as described in the resolution, and report to the Board. 
 
The plan to evaluate the effectiveness of the Supply Chain Standards will be developed by NERC staff in 2019, with 
assistance of the CIPC advisory group and Regional Entities. 
Additional Information 
NERC’s Supply Chain Risk Mitigation Program webpage45 provides more information on these and other ongoing 
efforts to support the implementation of the Supply Chain Standards and address ongoing supply chain 
considerations.

                                                           
45 NERC, Supply Chain Risk Mitigation Program: https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx. 

https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx
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Appendix B: CIPC Supply Chain Working Group Members 
 
NERC wishes to take this opportunity thanks the following members of the CIPC Supply Chain Working Group and 
their organizations for their valuable contribution to this report. 
 

Table B.1: CIPC Supply Chain Working Group 

Member Name Company 

Amelia Anderson CenterPoint Energy 

Andy Bochman IBM 

Bob Lockhart Utilities Technology Council 

Brenda Davis CPS Energy 

Brian Bouyea New York ISO 

Brian Millard Tennessee Valley Authority 

Brian Tooley Vectren 

Celia Sieg New York ISO 

Chip Wenz AES Corporation 

Christopher Keane Duke Energy 

Christopher Plensdorf DTE Energy 

Christopher Walcutt Direct Defense 

Dalini Khemlani Amazon Web Services 

Darrell Klimitchek South Texas Electric Cooperative 

Darren Hulskotter CPS Energy 

David Godfrey Garland Power & Light Company 

David Jacoby Boston Strategies International 

David Sampson DTE Energy 

Donald Hargrove Oklahoma Gas and Electric Co. 

James Brown California ISO 

James Howard Lakeland Electric 

Jeffrey Kimmelman Network and Security Technologies 

Jerrod Montoya Open Access Technology International 

Jim McNierney New York ISO 
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Table B.1: CIPC Supply Chain Working Group 

Member Name Company 

John Hochevar American Transmission Company 

Jose Flores North American Transmission Forum 

Joseph Smith Public Service Enterprise Group 

Kaitlin Brennan Edison Electric Institute 

Kara White NRG 

Karl Perman EnergySec 

Keith St. Amand Midwest ISO 

Ken Keels North American Transmission Forum 

Kevin Weber Entergy 

Lee Maurer Oncor Electric Delivery 

Marc Child Great River Energy 

Marina Rohnow San Diego Gas and Electric 

Mark Henry Texas Reliability Entity 

Matt Anglin New York ISO 

Michael Aukerman Denton Municipal Electric 

Michael Meason Western Farmers Electric Cooperative 

Mike Mertz PNM Resources 

Michele Wright FoxGuard Solutions 

Michelle Coon Open Access Technology International 

Mike Kraft Basin Electric Power Cooperative 

Mike Prescher Black and Veatch 

Monika Montez California ISO 

Nathan Shults Kiewit Engineering and Design 

Patricia Ireland DTE Electric 

Patricia Meara Network and Security Technologies 

Peter Nelson Network and Security Technologies 

Pierre Janse van Rensburg ENMAX Power Corporation 
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Table B.1: CIPC Supply Chain Working Group 

Member Name Company 

Reed Thompson Public Service Enterprise Group 

Robert Koziy Open Systems International 

Ryan Carlson Proven Compliance Solutions 

Sarah Stevens North American Transmission Forum 

Scott Webb Network and Security Technologies 

Sharla Artz Utilities Technology Council 

Sheranee Nedd Public Service Enterprise Group 

Steen Fjalstad Midwest Reliability Organization 

Steve Brain Dominion Energy 

Steven Briggs Tennessee Valley Authority 

Tony Eddleman Nebraska Public Power District 
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Approval of NERC Five Year Performance Assessment 

 
Action 

• Approve the filing of NERC’s Five Year Performance Assessment with the Federal Energy 
Regulatory Commission (FERC) in substantially the form presented herein. 
 

• Link: 
Five Year Performance Assessment (including appendices) 

 
Summary 
Pursuant to 18 C.F.R. §39.3(c) of FERC’s rules and regulations, every five years, NERC must 
submit a performance assessment which: 

• Explains NERC’s continued satisfaction of the requirements for certification as the North 
American Electric Reliability Organization (ERO); 

• Includes recommendations by Regional Entities, users, owners, and operators of the 
Bulk-Power System (BPS), and other interested parties for improvement of ERO 
activities, accompanied by NERC’s response to such recommendations; and 

• Provides NERC’s evaluation of the effectiveness of each Regional Entity, 
recommendations by the ERO, users, owners, and operators of the BPS, and other 
interested parties for improvement of the Regional Entity's performance of delegated 
functions, and the Regional Entity's response to such evaluation and recommendations. 

 
NERC filed its last assessment on July 21, 2014.  FERC accepted that assessment on November 
20, 2014.  In its 2014 order, FERC determined that NERC continued to satisfy the statutory and 
regulatory criteria for certification as the ERO.  FERC also directed NERC to take certain actions 
to improve ERO effectiveness by continuing to improve consistency and by developing 
performance and reliability metrics.  In addition, FERC directed NERC to include original 
stakeholder comments in future performance assessment filings, beginning in 2019.  
 
On April 1, 2019, NERC posted the Five Year Performance Assessment for comment.  After 
NERC files the assessment, FERC will establish a proceeding with opportunity for public 
comment in which it will review the performance of the ERO. 
 
2019 Five Year Performance Assessment 
Consistent with FERC regulations and directives in the 2014 order, NERC prepared the attached 
the Five Year Performance Assessment for the 2014-2018 Assessment Period.  As discussed in 
the Five Year Performance Assessment, the ERO Enterprise is facing unprecedented, rapid 
change in the electric industry, which raises new challenges to and opportunities for the 
reliability and security of the BPS.  Over the past five years, the ERO Enterprise has been 
navigating these changes by leveraging assessments and expertise across NERC and Regional 
Entities to identify and to reduce existing and emerging risks to reliability.   
 

https://www.nerc.com/gov/Pages/Three-Year-Performance.aspx?RootFolder=%2Fgov%2Ffiveyrprfrmncedl%2FFive-Year%20Performance%20Assessment%20%20-%20April%201%2C%202019%20Posting%20and%20Comments&FolderCTID=&View=%7bA7046526-85DD-427B-988B-998FB330E096%7d


The Five Year Performance Assessment describes several initiatives implemented by the ERO 
Enterprise during the Assessment Period to better protect against risks to the grid.  For 
example, through assessments and events analysis, the ERO Enterprise effectively identifies, 
prioritizes, and efficiently mitigates risks to the BPS.  Further, NERC developed Reliability 
Standards to address cyber security, physical security, and planning risks to the Bulk Electric 
System.  The Five Year Performance Assessment also describes enhancements to NERC’s 
Compliance Monitoring and Enforcement Program.  NERC also addressed a FERC directive to 
track, on a going-forward basis, actual project completion times as a function of the complexity 
of a given Reliability Standards project.  Finally, NERC expanded its enforcement metrics to 
analyze repeat violations by registered entities.  
 
In addition, NERC describes the manner in which the ERO Enterprise continues deploying 
information sharing and analysis as part of a comprehensive approach to securing the grid.  
Throughout the Assessment Period, NERC enhanced capabilities of the Electricity Information 
Sharing and Analysis Center (E-ISAC) serving as a security communications channel for the 
electric industry.  The E-ISAC supports industry readiness and ability to respond to threats, 
vulnerabilities, and incidents that could affect the BPS.   
 
Finally, the Five Year Performance Assessment focuses on efforts to improve operational 
efficiencies through alignment of the ERO Enterprise.  NERC formalized oversight of Regional 
Entities through oversight plans, metrics and targeted audits of the Regional Entities.  Through 
these efforts, NERC can identify, monitor and mitigate any risks associated with the Regional 
Entities performing their delegated functions under section 215 of the Federal Power Act. 
 
Stakeholder Comments 
Comments were filed by (i) the National Rural Electric Cooperative Association (NRECA) for the 
Cooperative Sector, (ii) Southwest Power Pool, Inc. (SPP), and (iii) the Electricity Consumers 
Resource Council (ELCON).   
 
Comments generally supported NERC’s Performance Assessment.  NRECA stated that it, “views 
the filing as an accurate representation of ERO activities of the last 5 years.”  SPP highlighted 
additional information on positive changes to the Reliability Standards process, stated that E-
ISAC effectiveness can be improved by lifting restrictions on BPS experts’ access to information, 
and suggested clarifications on the contribution of SPP Regional Entity during the Assessment 
Period.  ELCON stated that Large Consumers, “seek to ensure that NERC actions have 
demonstrated reliability benefits that justify any added costs, rely on incentives instead of 
standards where appropriate, and preserve procurement flexibility throughout the supply 
chain.” 
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Action 
Update 

Reliability Coordinator Function in the Western Interconnection 

Background 
Peak Reliability (Peak) is a NERC-certified Reliability Coordinator (RC) serving the Western 
Interconnection (except the Canadian province of Alberta which has RC-like services provided 
by the Alberta Electric System Operator). 

During early 2018, the California Independent System Operator (CAISO) announced that it 
intended to seek certification to perform the RC function for its footprint and offer these 
services to other Balancing Authorities and Transmission Operators in the West. In June 2018, 
the Southwest Power Pool (SPP) officially announced plans to extend RC services to the 
Western Interconnection beginning in late 2019. In July 2018, Peak announced it would cease 
operations at the end of December 2019. British Columbia Hydro and Power Authority (BCH) 
has notified WECC of its intentions to provide RC-like services for the province of British 
Columbia. Finally, in early 2019, Gridforce Energy Management, LLC applied for certification to 
perform the RC function for its GRID Balancing Authority Area. 

Summary 
The ERO Enterprise is managing potential risks to the reliability and security of the grid from 
this transition through a collaborative process that involves the entities seeking to become 
certified to perform the RC function, the Balancing Authorities and Transmission Operators 
subject to the potential RC’s authority, and Peak as the existing RC.  WECC has hosted several 
RC Forums, panel discussions, a seams summit, and has established a dedicated website for a 
broader audience of stakeholders. This process has provided those involved with an 
opportunity to discuss, understand and mitigate any emerging reliability risks as the transition 
occurs to multiple RCs in the Western Interconnection, and inform the ERO as it carries out its 
statutory obligations for Registration, Certification, and Compliance Monitoring and 
Enforcement. 

The certification process is underway for each proposed RC and the ERO Enterprise is 
evaluating information collected from the relevant parties. Site visits have been conducted at 
CAISO’s Folsom and Lincoln facilities (dba RC West) for their July 1 California footprint, 
scheduled for the November 1 expanded footprint, and are scheduled for the other potential 
RCs throughout 2019.   

Each potential RC intends to participate in a significant shadow operations period (where new 
RCs would operate in conjunction with Peak as the RC of record) prior to the RC transition at 
the end of 2019.   
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Operating Committee Report 

Action  
Information 

Operating Committee’s (OC) Major Accomplishments for 2019 (Through March 
2019) 

1. OC and Subcommittee Work Plans – The OC Executive Committee and the leadership of
its subcommittees met on January 17, 2019 to review and update the OC Work Plan. At
the March 2019 OC meeting, the OC reviewed and approved the OC Work Plans.

2. OC Organization Chart – At its January 17, 2019 meeting, the OC leadership reviewed its
organization per Section 6.1 of the OC Charter. The OC leadership removed the Eastern
Interconnection Data Sharing Network (EIDSN) and Interchange Distribution Calculator
Working Group (IDCWG) from under the Operating Reliability Subcommittee (ORS).
They are now independent from NERC.

OC’s Major Initiatives for 2019 

1. Reliability Guidelines and Reference Documents – A Quick Reference Guide is under
development that contains a summary of each reliability guideline or reference
document. The Quick Reference Guide will also contain the approval date, version
number, applicability, and a link to the document itself. The OC is reviewing and revising
the following reliability guidelines and reference documents:

a. A revision to the Reliability Guideline: Primary Frequency Control to include
asynchronous generation. The OC authorized posting the revised guideline at the
December 2018 meeting. Revisions are being made to incorporate comments
received.

b. Periodic review and update of Reliability Guideline: Integrating Reporting ACE with
the NERC Reliability Standards.

c. Periodic review and update of Reliability Guideline: Situational Awareness for the
System Operator.

d. Periodic review and update of Reliability Guideline: Generating Unit Winter Weather
Readiness – Current Industry Practices.

e. Balancing Authority Area Footprint Change Tasks and develop a summary document.
The OC authorized posting the revised document at the December 2018 meeting.
Revisions are being made to incorporate comments received.

f. NERC Balancing and Frequency Control Reference Document was reviewed in 2018
and will be revised in 2019.

g. Time Monitoring Reference Document and develop a summary document.

h. Geomagnetic Disturbance Monitoring Reference Document and develop a summary
document.



i. Review and update Dynamic Transfer Reference Document; Dynamic Tag Exclusion 
Reference Document; Pseudo-Tie Coordination Reference Document and develop a 
summary document. These documents are being reviewed for overlapping content 
and are to be combined into a single Reference Document. 

2. ORS – The ORS will focus on reviewing and approving Reliability Coordinator (RC) 
Reliability Plans in the Western Interconnection (WI) to facilitate the transfer of RC 
duties from Peak Reliability. The ORS will continue to focus on regular review, update, 
and communication of Reference Documents and Reliability Guidelines within its area of 
responsibility and coordinate additional reviews and revisions with the Resources 
Subcommittee (RS). The ORS will also continue to prepare for implementation of the 
Interchange Distribution Calculator Parallel Flow Visualization field trial. 

3. RS – The RS will review and revise several reliability guidelines, reference documents 
and training guides under its purview and coordinate additional reviews and revisions 
with the ORS. The RS will also provide ongoing support of the NERC Planning Committee 
(PC)’s Performance Analysis Subcommittee (PAS) metric M4, Interconnection Frequency 
Response for the annual State of Reliability Report. 

4. Event Analysis Subcommittee (EAS) – The EAS collaborates with the North American 
Transmission Forum (NAGTF) and the North American Generator Forum (NAGF) 
regarding the development of Lessons Learned. The EAS will also review and revise the 
Reliability Guideline: Generating Unit Winter Weather Readiness as well as conduct the 
annual Monitoring and Situational Awareness Technical Conference. 

5. Personnel Subcommittee (PS) – The PS has started development of Continuing 
Education Program Manual, Version 5.0 and will coordinate with the Personnel 
Certification Governance Committee (PCGC) on improved efficiencies between the 
groups.  

6. Coordination with other groups – The OC continues efforts to better coordinate its 
activities with other industry groups such as the NATF, NAGF, and ISO/RTO Council (IRC). 

 
March 2019 Meeting Summary: 
The following is a summary of the OC’s March 2019 meeting, which highlights the latest 
activities of the OC and its associated subcommittees in support of the NERC or OC mission and 
corporate goals. The March 2019 OC Meeting Minutes are posted on the NERC website. 

1. Joint OC and PC Meeting – A joint meeting of the OC and PC was held from 10:00 a.m. to 
12:00 p.m. on March 5, 2019. The agenda for the joint session allowed the committees 
to discuss agenda items of mutual interest to both committees which included:  

a. Welcome – John Moura, NERC  

b. Remarks – Rich Riazzi, Duquesne 

c. Stakeholder Engagement Team, Effectiveness and Efficiency Initiative – Mark Lauby, 
NERC  

d. Blackstart Cranking Path – David Szumlas, Southern California Edison  

e. Inverter-based Resource Performance Task Force – Al Schriver, Chair IRPTF  

f. Coordinating with First Responders – Anthony Natale, Emergency Preparedness, 
Consolidated Edison, NY 

g. E-ISAC Update – Sam Chanoski, E-ISAC  

https://www.nerc.com/comm/OC/AgendasHighlightsMinutes/OC_Minutes_March_2019.pdf


2. OC Nominating Committee – Chair Linke noted that three members of the Nominating 
Committee want to pursue becoming vice chair of the OC. These members have recused 
themselves from the nominating process, thus creating a need for additional members. 
Chair Linke nominated Pete Brandien, Gerry Beckerle, and Sidney Jackson to the 
Nominating Committee. The OC approved the slate. 

3. Annual Review of OC Organization – Chair Linke noted that the OC reviewed the 
organization chart and removed the EIDSN and the IDCWG from the OC organization as 
they no longer report to the OC. All other subcommittees, working groups, and task 
forces remain intact.  

4. 2019 OC Work Plan – Chair Linke reviewed the draft 2019 OC Work Plan. He noted that 
the work plan contained many on-going activities as well as reliability guideline and 
reference document revisions. The OC approved the 2019 OC Work Plan. 

5. ORS – ORS Chair David Devereaux summarized the subcommittee’s status report which 
was included in the agenda package. Highlights of the report include: 

a. The ORS has endorsed the initial California ISO Reliability Plan. The plan outlines 
their operation for the period beginning July 1, 2019. The plan will be revised as 
their footprint expands. 

b. The ORS endorsed minor changes to the MISO Reliability Plan. The minor changes 
were required to reflect a new Local Balancing Authority (BA) within the MISO 
footprint. Henderson Municipal Power and Light is currently completing the 
registration process to begin LBA operation. 

c. The ORS was briefed by BC Hydro on their preparations to begin RC operation. BC 
Hydro will present their Reliability Plan to the ORS in May 2019. Shadow operations 
are planned to begin in July 2019. September 2, 2019 is the planned go-live date. 

d. The ORS was briefed by Southwest Power Pool (SPP) on their preparations to begin 
RC operation for the Mountain West area. Hiring of RC operators is underway. 
December 3, 2019 is the planned go-live date. 

e. The ORS and RS Chairs presented overviews of the activities of their respective 
subcommittees at each other's recent meetings. The groups will continue to look at 
ways to assist each other with their work plans. 

f. As part of the 2019 ORS Work Plan, task teams have been formed to review the 
Time Monitoring and GMD Reference Documents as well as the Dynamic Transfer 
Reference Document.  

g. The ORS will lead a joint task team with the RS to review the reference document 
and examine whether materials from the Pseudo Tie Coordination Reference 
Document and Dynamic Tag Exclusion Reference Documents can be incorporated. If 
so, the three documents will be replaced by a single reference document. 

h. The Time and GMD Monitor roles will transition from Saskatchewan Power to South 
Eastern RC on February 1, 2020. The ORS will work with both parties to ensure a 
smooth transition. 

  



6. RS – RS Chair Tom Pruitt provided an overview of subcommittee’s status report. 
Highlights of the report include:  

a. July 10 Eastern Interconnection (EI) Frequency Event – Results of the voluntary AIE 
survey of the same 12 largest BAs were reviewed (primarily to review NIA/NIS by 
individual interface). Similar to the previous review of one minute data, no definite 
conclusions could be drawn. These results were reported to the OC at the December 
meeting and further collection and analysis of hourly and one minute data was not 
recommended. At the January RS meeting, the results were discussed further and an 
RS sub-team will review all information gathered to date further to draw any other 
conclusions. 

b. Reliability Guideline: Integrating Reporting ACE with the NERC Reliability Standards – 
A sub-team was established to review and revise this document. A draft for posting 
will be brought to the OC at the December meeting. Related to this effort, a 
Standards Authorization request (SAR) to revise the Reporting ACE definition in the 
NERC Glossary is currently being considered.  

c. RS Frequency Working Group (FWG) – The FWG selected M4 and BAL-003-1 
frequency events for September 2018, October 2018, and November 2018 for the 
interconnections prior to the January RS meeting to facilitate implementation of the 
BAL-003-1 Frequency Response & Frequency Bias Setting Standard Supporting 
Document. The final Operating Year 2018 list of events were reviewed at the RS 
meeting and the approved list was posted on the NERC website on February 1. 

d. RS Inadvertent Interchange Working Group (IIWG) – An update on the 
interconnection inadvertent interchange was provided and balances continue to 
trend downward. The EI trend beginning near the end of 2017 continues, but the 
50% drop in the rate in August continues. The cause(s) continues to be investigated, 
and one possible contributor, unilateral inadvertent payback, is being investigated. 

e. Reserves Working Group (RWG) – Chair Tony Nguyen reviewed the voluntary DCS 
submittal process for BAL-002-2. Additional changes to the form to accommodate 
BA footprint changes were reviewed and implemented.  

f. Generator Survey – The plan forward was discussed and the sub-team will begin 
identifying events for each Interconnection for the next iteration of surveys. 

g. Changes in BA Area Footprints – In the EI, integration of OVEC into PJM Balancing 
Area RC occurred on December 1, 2018. In the WI, AVRN will pseudo tie with 
another BA (causing a need to reallocate FRO in Q3), NWPP will add two members to 
the RSG, and a new gen-only BA planned; exact dates for each of these changes are 
to be determined.  

h. Quarterly Reviews  

i. BA Performance Data – CPS1 and BAAL data submitted for the 4th quarter of 
2018 was reviewed. 

ii. Time Error – Time error reports for 4th quarter of 2018 were reviewed.  

iii. ERS Measures – Measures 1, 2, 4, and 6 were reviewed. A sub-team continues to 
review additional refinements in analysis and possible additional sub-measures.  

i. Interconnection Frequency Performance – performance for all the Interconnections 
was reviewed. Other than the events noted above, no significant issues were noted. 



j. BAL-002 SAR – At the September 2018 OC meeting, Howard Gugel requested the OC 
provide input relating to the technical merits of a recently submitted SAR for 
revisions to Reliability Standard BAL-002. Chair Linke assigned the review to the RS. 
The RS reviewed the SAR at their October meeting and recommended that the SAR 
should not go forward as written. The OC voted to affirm the RS opinion on the BAL-
002-3 SAR. 

k. Items for OC Approval Items:  

i. NERC Primary Frequency Response Guideline Document and NERC Balancing 
Authority Area Footprint Change Tasks Reference Document – The final draft of 
the revised documents were reviewed and endorsed at the October RS meeting. 
The documents were posted for a 45-day comment period and the comments 
were addressed by the RS but not in time to be included in the March 2019 OC 
agenda package. The OC will review the document (two weeks) and we will hold 
an e-mail ballot to approve it. 

7. EAS – EAS Chair Rich Hydzik provided an overview of the subcommittee’s status report. 
Highlights of the report include: 

a. EAS Lesson Learned presentation on Substation Fires and First Responders. 

b. The EAS Reliability Review Taskforce conducted a webinar on February 27, 2019 to 
cover updates to the Reliability Guideline: Generating Unit Operations During 
Complete Loss of Communications. The webinar presentation and streaming video 
will be posted to the NERC website. 

c. The 2019 Monitoring and Situational Awareness Technical Conference is scheduled 
for September 24-25, 2019 at SPP in Little Rock, AR. An announcement will be sent 
out to industry in the second quarter. with the conference registration links and 
travel information, this information is also available on the NERC calendar. 

d. The 2019 Cold Weather Preparation Webinar has been scheduled for Thursday, 
September 5, 2019 from 2:00-3:00 p.m. ET. An announcement will be sent out to 
industry in August with the webinar registration link, this information is also 
available on the NERC calendar. 

e. Compliance Implementation Guidance Development to clarify "redundant and 
diversely routed" language and testing requirements from TOP-001-4, R20 and R21. 

i. Current draft includes several sections attempting to address issues raised at 
various venues 

ii. EAS 

iii. Monitoring and Situational Awareness Conference 

iv. Questions to Regional Entities from registered entities 

v. Concerns brought by industry stakeholders 

The document will be sent to both the OC and Critical Infrastructure Protection 
Committee (CIPC) membership for a two week comment period. The team will review 
the comments and make any conforming revisions. The EAS expects to bring a final 
version of the guidance to the OC at the June meeting for approval to submit to the ERO 
as Compliance Implementation Guidance. 



8. PS – Vice Chair Leslie Sink summarized the subcommittee’s status report which was 
included in the agenda package. The February meeting included a joint meeting with the 
PCGC. The meeting was an opportunity for the PS and PCGC to present program 
achievements and discuss the Continuing Education program as the credential 
maintenance tool for the NERC System Operator Certification program. The PS is 
working on a comprehensive evaluation of adult learning principles and instructional 
design concepts in order to develop program criteria that results in quality learning 
events.  

9. Reliability Assessments Subcommittee (RAS) – Chair Tim Fryfogle provided an update on 
RAS activities. He updated the OC on the 2019 Summer Reliability Assessment activities 
and timeline and the 2019 Long Term Reliability Assessment activities and timeline. He 
also provided an update on the Probabilistic Assessment Working Group and the overall 
RAS schedule. 

10. Industry Outreach efforts – In order to better coordinate activities within industry, the 
OC invited representatives from the NAGF and the NATF to participate in the March 
2019 meeting. Al Schriver of the NAGF and Ed Ernst of the NATF provided an overview 
of their respective industry activities.  

11. Lessons Learned – Coordinating with First Responders - Anthony Natale, Emergency 
Preparedness with ConEd provided a Lessons Learned from ConEd's experience with 
substation fires and working with first responders. After a fire at the East River 
Substation in 2002, ConEd reviewed the event for Lessons Learned. The focus area for 
these Lessons Learned are: 

a. Identify issues  

b. Develop appropriate response tactics 

c. Memorialize them into a policy 

d. Policy is the platform for training 

12. Blackstart Cranking Path – Dave Szumlas, Southern California Edison (SCE) provided an 
overview of SCE’s recent experience with blackstart cranking path project. In an effort to 
better prepare for a blackstart event, SCE undertook the Blackstart Cranking Path 
Project. The goal of the exercise was to Isolate and energize a cranking path to a target 
generator. The original goal was to start up the auxiliary loads (short of firing up the 
boilers), but when none of the target generators proved willing to participate in the test, 
the goal was modified to eliminate the starting of auxiliary loads. The project resulted in 
successful energizing of the blackstart cranking path. 

13. Southern Company – Super Bowl after action review – Mike Robinson, Southern 
Company, presented information on preparations and planning for the 2019 Super Bowl 
in Atlanta. Southern Company made extensive plans and prepared electrical facilities to 
ensure uninterrupted power to over a dozen critical locations in Atlanta. They also 
performed an event review to assess performance.  

14. January 11, 2019 Eastern Interconnection Frequency Oscillation – Tim Fritch, TVA, 
provided preliminary assessment of the event. Frequency oscillations were seen 
throughout the EI. The probable source was a repowered combined cycle plant in 
Florida that was experiencing steam turbine oscillations. When the plant manually 
tripped by operator, the oscillations ceased. Upon inspection of the plant, failed wiring 



was found in a PT cabinet. The plant suffered damage to intercept valves which need to 
be replaced. 

15. Situational Awareness for FERC, NERC and the Regions (SAFNR) v3 Upgrade – Darrell 
Moore provide an update on the SAFNR v3 upgrade project. This version has been 
endorsed by the ERO Technology Leadership team and approved by the NERC CEO. It 
supports NERC's ability to undertake situational awareness activities under Section 1000 
of the Rules of Procedure. This project will replace the current second-generation SAFNR 
system with a new third-generation system that will provide more timely and accurate 
assessments of current conditions affecting the bulk power system. OC members 
requested a demo of SAFNR and it was suggested that we provide the opportunity for a 
tour at the December OC meeting in Atlanta. 
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Planning Committee Report 

 
Action 
Information 
 
The Planning Committee (PC) is pleased to provide this update to the Board of Trustees (Board) 
for their review.   
 
Forward perspectives 

• Fuel Assurance Planning Guidance and Electric/Gas Working Group 
No Board Approval Required 

The Electric/Gas Working Group (EGWG) is formed and held initial web meetings in April 
to discuss work group scope, work plan, and an initial draft reliability guideline for fuel 
assurance planning. EGWG participants include subject matter experts from ISO/RTOs, 
electric utilities, generator owners of all fuel types, and natural gas industry experts, as 
well as various power and energy trade group representatives. An in-person meeting is 
scheduled in May to continue development of the reliability guideline and further 
implement the tasks that PC leadership presented to the NERC Board at the November 
Board meeting.   

• Draft Standards Authorization Requests (SARs) in Review by the PC 
No Board Approval Required 

The PC is currently reviewing the following draft SARs: 

 Transmission-Connected Dynamic Reactive Resources.  The draft SAR and white 
paper were developed by the Systems Analysis and Modeling Subcommittee (SAMS). 
The SAR proposes to revise the Applicable Facilities section in certain MOD and PRC 
standards to include dynamic reactive resources used to provide Essential Reliability 
Services (ERS). The SAR is proposed in order to address a potential gap in capability, 
modeling, and performance requirements for transmission-connected dynamic 
reactive resources (power-electronics based). These resources may not be covered 
by approved standards, but are providing ERS to the grid. The need for this work was 
first identified in the 2015 Essential Reliability Services report.   

 PRC-019-2 – Coordination of Generating Unit or Plant Capabilities, Voltage 
Regulating Controls, and Protection. The draft SAR and white paper were developed 
by the System Protection and Controls Subcommittee (SPCS). The SAR proposes to 
develop modifications to the applicability of resources subject to PRC-019-2 
reliability standard, including BPS-connected inverter-based resources. The 
proposed SAR was coordinated with the NERC Inverter-Based Resources 
Performance Task Force (IRPTF) and SAMS.  

The PC anticipates taking action on the proposed SARs in 2019.  
  



• PC Activities Addressing System Reliability with Increasing Distributed Energy 
Resources (DER)  
No Board Approval Required  

There are four subject matter areas (Coordination, Modeling, Studies, and Verification) 
within the System Planning Impacts from Distributed Energy Resources Working Group 
(SPIDERWG). Multiple industry experts in generation, distribution, and transmission 
planning, as well as system operations have all stepped forward to consider the impacts 
of DER within the BPS. Each group has charted its goals for the next two years and are 
shown in the SPIDERWG work plan. Activities include development of multiple reliability 
guidelines and technical references, and reviews of existing Reliability Standards for 
potential gaps. The most current effort is focused on preparing a draft reliability 
guideline for stakeholder comment that will enhance approved NERC DER modeling 
guidance. The new draft guideline is being designed to provide parameterizations 
guidance for a new DER dynamic model that is introduced in commercial software.  

• Upcoming Assessments and Reports 

The following upcoming annual NERC assessments and reports are in development and 
on track to meet approval and publication milestones:    

 2019 Summer Reliability Assessment 
NERC leadership approval per delegated authority from the Board  
PC and OC review in May 2019. Report publication on or about May 30, 2019 

 2019 State of Reliability (SOR) 
NERC Board Acceptance in June 2019  
PC, OC, and CIPC review in April 2019. Report Publication in June 2019.  

 
Recently Completed Committee Activities and Initiatives 

• Planning Committee Work and Project Strategic Planning Session 
Information item 
The Planning Committee Executive Committee conducted a strategic review of its 
current work plans and slated subgroup activities April 16-17. The review included all of 
the work assignments and tasks that each subgroup has identified as a part of its own 
work scopes. The PC work plan continues to be aligned with the ERO Enterprise Long-
Term Strategy and Operating Plan and has been revised to efficiently use PC resources 
in developing technical planning resources to reduce risks to reliability. The revised work 
plan will be presented to the PC at the June PC meeting.   

• Synchronized Measurement Data Application Guidance 
No Board Approval Required 

The PC approved technical reference documents developed by the Synchronized 
Measurements Subcommittee (SMS) that provide entities with information to support 
reliability applications for high resolution synchronized measurement data, such as from 
Phasor Measurement Units (PMUs). Entities employ high resolution synchronized 
measurement data for enhanced BPS monitoring, situational awareness, and event 
analysis. The PC approved the following in March:  

 White Paper: State Estimation Using PMU Measurements. The document provides 
descriptions and high level considerations for the application of PMUs in BES state 
estimation.  



 Interconnection Oscillation Analysis Report. For this report, PMU data provided by 
Reliability Coordinators in each interconnection was used to analyze system 
oscillatory characteristics during actual system events. 

 
Future Meetings 

• June 4-5, 2019 – Orlando, FL 

• September 10-11, 2019 – Location TBD 

• December 10-11, 2019 – Atlanta, GA 
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Critical Infrastructure Protection Committee Report 

 
Action 
Information 
 
Background 
Critical Infrastructure Protection Committee (CIPC) regular update to the Board of Trustees. 
 
March 2019 Meeting Summary: 

The following summary of CIPC’s March 2019 meeting highlights the committee’s key activities 
and its associated subcommittees in support of the NERC or CIPC mission and corporate goals. 
The March 2019 Meeting Minutes will be posted on the NERC website. 

1. Guidance to Industry – CIPC is pursuing several projects in 2019 to address security 
and compliance guidance for industry stakeholders: 

a. A whitepaper on utility essential security practices will address key security 
measures from a utility’s perspective. The goal is to have the document approved by 
Q4 2019. 

b. To prepare for the implementation of CIP Reliability Standard CIP-013-1, Supply 
Chain Risk Management, the Supply Chain Working Group (SCWG) is preparing 
security guidelines to help industry manage those risks. 

c. The Compliance Input Working Group (CIWG) is studying the implications of cloud 
computing and how that technology could be appropriately implemented by 
industry. A Standard Authorization Request (SAR) to clarify the CIP Reliability 
Standard requirements for protecting Bulk Electric System Information was reviewed 
and endorsed by the CIPC Executive Committee. 

2. Supply Chain security – On March 6, 2019, the SCWG published the “Supply Chain Cyber 
Security Practices” letter to inform vendors of regulatory requirements and open a 
dialogue with vendors about controls to manage supply chain security risks. 

As the SCWG develops the guidance documents that are mentioned above, critical 
issues from the EPRI Supply Chain Risk Assessment Report are considered and will be 
addressed where and how it is appropriate. 

3. Addressing security threats – The Electricity Information Sharing and Analysis Center (E-
ISAC), the Department of Homeland Security (DHS) and other sources report that 
adversaries are becoming increasingly active and learning more about the relationships 
between organizations within an industry. E-ISAC is stepping up information sharing 
efforts to help industry identify and respond to threats. 

4. Argonne National Laboratory (ANL) – The ANL report focused on efforts to enhance the 
resilience of natural gas supplies that are subject to interdependencies with electric 
reliability. Activities include the development of scenarios for this year’s GridEx  that 
include grid impacts attributed to operational fuel adequacy concerns and 
contingencies. 



5. Key Activities and Initiatives for 2018 and 2019: 
Strategic Input Activity 
ERO Enterprise Long-term Strategy Focus 
Area #5 
ERO Reliability Risk Priority - Risk Profile 
#8 & #9 

Identification and reduction of cyber and 
physical security risks while improving resilience:  
Implementation guidance: 
• Voice communications in environments that 

that are subject to compliance with the CIP 
Reliability Standards 

• Using cloud computing in a secure and 
compliant manner 

Reliability guidelines: 
• Physical security considerations for high-

impact control centers 
• Security considerations during extreme 

events 
FERC-Led Audits Compliance Report Assess the cyber security risk of Fuel Handling 

SCADA systems for Generation: 
• Reliability Guidelines to address risks 

associated with control system security for 
natural gas distribution systems 

Remote Access Study Report Address Remote Access Security Findings #1-#18 
GridEx Planning & Preparation Collaborate with E-ISAC and industry \ 

stakeholders to plan for next GridEx and share 
lessons learned. 

Supply Chain Risk Management Vendor Essential Security Practices Model. 
Supply Chain Risk Management Legacy system testing coordination with National 

Labs. 
CIP-014 High Impact Control Center 
Report  

Security practices for High Impact Control 
Centers. 

CIPC Priority Topic in coordination with 
PC 

Reduction in asset criticality by developing 
design standards. 

CIPC Priority Topic Key management security guideline. 
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 Personnel Certification Governance Committee Report 

Action 
Information 

Background 
This report summarizes the key activities of the Personnel Certification Governance Committee 
(PCGC) during 2019. The PCGC meets four times per year. Standing Task Force meetings via 
conference call and/or WebEx are held as needed between meetings. The February 2019 
meeting minutes are under review and pending approval.  

Exam Development Activities Scheduled for 2019 

Items Review/Analyze Statistical Performance Jan-Dec 2019 

One Credential Whitepaper Comment Period Feb-Mar 2019 

Write New Items Mar-Dec 2019 

Item Writing Workshop May 2019 

Strategic Planning 
The PCGC continues to focus on the results of the System Operator Certification program 
survey. The PCGC presented to the Member Representatives Committee (MRC) during the 
February 2019 meeting. The presentation included an overview of the PCGC, the System 
Operator Certification program, and program accomplishments; as well as, introduced the 
concept of the One Credential Whitepaper. The PCGC published the One Credential Whitepaper 
on February 11, 2019. There was a 45 day comment period which ended on March 27, 2019. 
The whitepaper received overwhelming support from the industry.  

The One Credential Whitepaper Task Force (CWTF) of the PCGC presented recommendations 
for the committee at large during the May meeting. The CWTF will respond to industry 
questions and concerns after the May meeting. The questions from industry primarily focused 
on the details of timing and implementation.  

The PCGC will continue to review and analyze the survey results. The committee will use the 
data points to establish appropriate white paper topics to present to the industry.  
The number of white papers remains to be determined by the committee.  The expectation is a 
broad range of topics; including credential maintenance, recertification requirements, and 
length of certification period.  



 
 
System Operator Certification Continuing Education Database (SOCCED) Update 
The PCGC continues to work with the SOCCED vendor to enhance the stakeholder experience. 
The following enhancements were deployed during Q1_2019:  

• Course Functionality Updates 

 Course Tab Displays 

 Download button for Course Data Table 

 Ability to filter courses by status 

• Course Upload Validation: Checks for duplicate course upload on transcripts 

• Rollover Hours Display: Rollover hours calculation shown separately 

 
The goal is for each user type to benefit from the monthly enhancements. As budget and 
resources allow, additional enhancements will be developed and deployed throughout the 
year. As updates occur, prioritization of the enhancements may change.  
 
2019 Completed Tasks 

• One Credential White Paper 

• Responses to Industry Whitepaper Comments 

• SOCCED Enhancements 
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Preface  
 
The vision for the Electric Reliability Organization (ERO) Enterprise, which is comprised of the North American Electric 
Reliability Corporation (NERC) and the seven Regional Entities (REs), is a highly reliable and secure North American 
bulk power system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and 
security of the grid. 
 
The North American BPS is divided into seven RE boundaries as shown in the map and corresponding table below. 
The multicolored area denotes overlap as some load-serving entities participate in one Region while associated 
Transmission Owners/Operators participate in another. 
 

 
 

FRCC Florida Reliability Coordinating Council 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 
RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC Western Electricity Coordinating Council 
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Chapter 1: Standards Development Forecast (Continent-wide)  
 
Board Forecast for Standard Projects in Active Development 
 
May 2019  

• Project 2016-02: Modifications to CIP Standards (CIP-003 directive on malicious code and CIP-002 
modifications) 

• Project 2018-03: Standards Efficiency Review Retirements  
 
August 2019 

• Project 2017-01: Modifications to BAL-003-1.1 (Phase I- IFRO Calculations)  

November 2019 

• Project 2018-04: Modifications to PRC-024-2 
 
After the beginning of 2020 

• Project 2016-02: Modifications to CIP Standards (Virtualization and Revisions related to Transition Advisory 
Group Identified Issues)  

• Project 2019-01: Modifications to TPL-007-3 
 
2019 ANSI Reaccreditation 
In accordance with the accreditation processes of the American National Standards Institute (ANSI), NERC will begin 
the process of seeking reaccreditation of its standard development processes in summer 2019. NERC staff will 
continue to keep the Board updated on the status of reaccreditation.  
 
Projects with Regulatory Directives 
Table 1 below, lists the current projects with regulatory directives. As of February 2019, there are 4 standards-related 
directives to be resolved through standards development activities (not including non-standards related directives).  
 

Table 1: Projects with Regulatory Directives 
Project Regulatory 

Directives 
Regulatory 
Deadline  

Project 2015-09 Establish and Communicate System Operating Limits 2 N/A 
Project 2019-01 Modifications to TPL-007-3 2 July 1, 2020 
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Trend in Number of Reliability Requirements 
As NERC Reliability Standards continue to mature, NERC analyzes the trend in the total number of requirements in 
the United States since 2007 when Reliability Standards became enforceable. 
 
The US Effective Date Status/Functional Applicability1 spreadsheet was used to analyze the number of requirements 
based on the U.S. Effective Date for each requirement shown in the charts below. Figure 1 displays the Trend in 
Number of Requirements for Continent-Wide standards, while Figure 2 displays Regional Reliability Standards.2 
Standards with variances were not included in the requirement count. Projections from projects that include 
standards currently under development, board adopted standards and board approved retirements are also included 
in the total number of requirements based on their projected effective or inactive date.3  
 
The trend for total number of requirements indicates a constant flat trend line for the last four years, with a significant 
decline from 2017 to 2018 for Continent-wide standards, and a significant decline in total number of requirements 
from 2016 to 2017 for Regional Reliability standards. Figure 1 indicates a total of 418 continent-wide requirements; 
Figure 2 indicates a total of 73 Regional Reliability standards forecast for 2027. 
 

 

 

 

  

                                                           
1 Available from the Standards section of the NERC website: http://www.nerc.com/pa/Stand/Pages/default.aspx 
2 Charts were developed using end of Q3 2018 data. 
3 These projects include the following: Project 2015-09 (FAC-010-4, FAC-011-4, FAC-014-3), Project 2017-01 (BAL-003-2), Project 2015-10 (TPL-

001-5), Project 2016-02 (CIP-003-7(i)), Project 2018-03 SER Retirements 
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Figure 2: Trend for Number of Requirements for Regional Reliability Standards 
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Chapter 2: Regulatory Update 
 

NERC Regulatory Update- Standards 
January 1, 2019 – March 31, 2019 

 
NERC FILINGS TO FERC 

 

 

FERC Docket 
No. Filing Description FERC Submittal 

Date 

RD18-3-000 

Amendment to the Joint Petition of NERC and WECC for Approval of Retirement 
of Regional Reliability Standard PRC-004-WECC-2 

NERC and WECC jointly submitted an amendment to the joint petition for the 
approval of the retirement of Regional Reliability Standard PRC-004-WECC-2. 

 

2/11/2019 

RD18-8-000 

Informational Filing of NERC regarding Reliability Standard TPL-007-3 
 

NERC submitted an informational filing regarding Reliability Standard TPL-007-
3 (Transmission System Planned Performance for Geomagnetic Disturbance 
Events).  

*NERC has filed Reliability Standard TPL-007-3 for approval with each Canadian 
Jurisdiction and submitted the standard to FERC for informational purposes 
only. 

2/21/2019 

RM19-4-000 

Joint Petition of NERC and WECC for Approval of Proposed Regional Reliability 
Standard for IRO-006-WECC-3 

 
NERC and WECC jointly submitted proposed Regional Reliability Standard IRO-
006-WECC-3 (Qualified Path Unscheduled Flow (USF) Relief) for FERC approval. 
Regional Reliability Standard IRO-006-WECC-3 addresses the requests for 
transmission relief due to unscheduled flow on Qualified Paths in the Western 
Interconnection.  

 

3/6/2019 

RD19-3-000 

Petition of NERC for Approval of Proposed Reliability Standard CIP-008-6 
 

NERC submits a petition for approval of Proposed Reliability Standard CIP-008-6 
(Cyber Security - Incident Reporting and Response Planning). The proposed 
Reliability Standard addresses FERC’s directives from Order No. 848. 

 

3/07/2019 

 RR09-6-003 

2019 NERC Standards Report, Status and Timetable for Addressing Regulatory 
Directives 

 
NERC submits its 2019 NERC Standards Report, Status and Timetable for 
Addressing Regulatory Directives. The annual report is in accordance with Section 
321.6 of the NERC Rules of Procedure. 

3/29/2019 

https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Final%20Amendment%20to%20WECC%20PRC%20004%20WECC%202%20Petition.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Final%20Amendment%20to%20WECC%20PRC%20004%20WECC%202%20Petition.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Ltr%20to%20Sec%20Bose%20re%20TPL-007-3.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Final%20Petition%20for%20Approval%20of%20IRO-006-WECC-3.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Final%20Petition%20for%20Approval%20of%20IRO-006-WECC-3.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Final%20CIP-008-6_Petition_for_Approval%203.7.2019.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Final%202019%20Directives%20Report.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/Final%202019%20Directives%20Report.pdf
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FERC ISSUANCES 
 

 
 

FERC Docket 
No. Issuance Description FERC Issuance 

Date 

RD17-6-000 

Letter Order Approving Petition for Retirement of Regional Reliability Standard 
IRO-006-TRE-1 
 
FERC issues a delegated letter order approving the joint petition submitted by 
NERC and Texas Reliability Entity, Inc. on Dec. 14, 2018 for approval of the 
retirement of regional Reliability Standard IRO-006-TRE-1. 

1/29/2019 

RR19-2-000 

Letter Order Approving Amendments to Appendix 3A of the NERC ROP, Standards 
Processes Manual 
 
FERC issued a delegated letter order approving NERC's November 19, 2018 filing 
of proposed amendments to Appendix 3A of the NERC Rules of Procedure, 
Standards Processes Manual. The amendments will: (1) enhance processes for 
field test to support standards development for posting supporting technical 
documents; (2) improve the processes for appeals and interpretations; (3) provide 
language to clarify existing standard processes; and (4) streamline language, 
address formatting items and make other necessary changes. 

3/1/2019 

RD18-3-000 

Letter Order Approving the Retirement of Regional Reliability Standard PRC-004-
WECC-2 
 
FERC issues a letter order accepting NERC and WECC’s joint petition (filed March 
9, 2018) and the supplemental petition (filed February 11, 2019) for the approval 
of the retirement of regional Reliability Standard PRC-004-WECC-2 (Protection 
System and Remedial action Scheme Misoperation). The retirement will be 
effective January 1, 2021. 
 

3/28/2019 

https://www.nerc.com/FilingsOrders/us/FERCOrdersRules/1.29.2019%20RD19-2-000%20IRO-006-TRE-1%20Order.pdf
https://www.nerc.com/FilingsOrders/us/FERCOrdersRules/1.29.2019%20RD19-2-000%20IRO-006-TRE-1%20Order.pdf
https://www.nerc.com/FilingsOrders/us/FERCOrdersRules/SPM%20Order%203.1.19.pdf
https://www.nerc.com/FilingsOrders/us/FERCOrdersRules/SPM%20Order%203.1.19.pdf
https://www.nerc.com/FilingsOrders/us/FERCOrdersRules/RD18-3%20Letter%20Order%20PRC-004-WECC-2.pdf
https://www.nerc.com/FilingsOrders/us/FERCOrdersRules/RD18-3%20Letter%20Order%20PRC-004-WECC-2.pdf
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Chapter 3: Standards Committee Report 
 
Actions 

• Approve latest version of SC Charter;  

• Endorse a delay of 2019 Standards Grading process until May 2020; and 

• Information regarding SC special elections and recent activities 
 
Summary 
This report highlights some of the key activities of the Standards Committee (SC) during the first quarter of 2019. 
Special elections were conducted in accordance with Appendix 3B of the Rules of Procedure, to fill member vacancies 
for Segments 6 and Segment 1, in March and April respectively.  
 
Background 
At its January 23 meeting, the SC: (1) elected three-at-large Standards Committee Executive Committee members, 
(2) approved errata to the TPL-007-3 Regional Variance for Canadian Jurisdictions, and (3) authorized the Project 
2018-03 Standards Drafting Team (SDT) to revise Reliability Standards considering the recommendations for 
retirements specified in the Standards Authorization Request (SAR).  
 
A special call was held in January to appoint the SAR drafting team members for Project 2018-04 Modifications to 
PRC-024-2 to address inverter based resources. 
 
At its February 20 meeting, the SC: (1) authorized the initial posting for Project 2018-03 Standards Efficiency Review 
Retirements for comment and ballot. (2) accepted the revised Project 2018-04 Modifications to PRC-024-2 SAR, (3) 
accepted and authorized posting for comment the SAR for Project 2019-01 Revisions to TPL-007-3, developed in 
response to FERC Order No. 851and authorized solicitation of nominations for Project 2019-01 SDT members, (4) 
authorized posting to solicit nominations for supplemental SDT members for Project 2016-02 Modifications to the 
CIP Standards, and (5) determined proposed changes in CIP-002-6 and its Implementation Plan were substantive and 
would warrant an additional ballot and comment period.  
 
At its March 20 meeting, the SC: (1) endorsed a delay of the Standards Grading process until May 2020 due to overlap 
with the Standards Efficiency Review project, (2) accepted the SAR to modify certain CIP standards regarding Bulk 
Electric System Cyber System Information Access Management and authorize for comment and solicitation for 
nominees for a SAR drafting team, (3) endorsed informing the Functional Model Advisory Group (FMAG) to refrain 
from additional work pending the outcome of an ad hoc group, (4) approved revisions to the Standards Committee 
Charter for submission to the NERC Board of Trustees and (5) determined a proposal to modify an additional two 
standards are within scope of the existing SAR for Project 2015-09 Establish and Communicate System Operating 
Limits. 
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Reliability Issues Steering Committee Report 

Action 
Information 

Summary 
The Reliability Issues Steering Committee (RISC) with NERC hosted the 2019 Reliability 
Leadership Conference on March 14 in Washington, DC.  This is a biennial meeting that brings 
together electric industry leaders ranging from leadership in NERC registered entities to policy 
makers, regulators, and other industry leaders. The purpose of the meeting is to collaborate 
around identified and emerging risks to the bulk power system (BPS) as well as to provide 
commentary and strategic direction from system planners and operators, regulators, policy 
makers, and industry on current emerging risks to the BPS. On March 15, the RISC conducted an 
in-person meeting to review and summarize the information coming out of the Leadership 
Conference, to finalize the content and distribution groups for the Emerging Risks Survey, and 
to confirm the timeline for the ERO Reliability Risk Priorities Report. 

In addition, the Committee met on April 23 to review at high level the results of the Emerging 
Risks Survey, create subgroups who will, in more detail, evaluate the survey results, and look to 
determine the proper prioritization of the key risks and their mitigation activities and 
determine if any of the activities can be consolidated, eliminated, or placed in a monitor state. 

Mr. Nelson Peeler, RISC chair, will provide a comprehensive update of these meetings and 
additional current activities at the Board of Trustees May 9, 2019 meeting. 
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Compliance and Certification Committee Report 

Action 
Information 
 
Highlights 
The CCC conducted its first quarter meeting on March 12-13, 2019 at the EEI offices in 
Washington, DC.   The following key activities were accomplished: 

• Completed discussions regarding the Effectiveness and Efficiency of the CCC with three 
key themes under consideration: Engagement and Effectiveness, Succession Planning, 
and Outreach.  Potential action items associated with these themes are shown below, 
and will be addressed by the committee in the coming months, consistent with items 
included in the CCC’s 2019 Work Plan. 

1. Engagement and Effectiveness  

a. Welcome and Onboarding Package 

b. Extranet site and File organization 

c. Ease of Website use and content accessibility 

d. CCC Reporting Dashboard   

2. Succession Planning  

a. Nominating Subcommittee Procedures  

b. CCC Member Criteria 

c. Consolidation of EROMS and CPPS  

3. Outreach  

a. Outreach Plan  

b. Membership Correlation to Industry Forums 

c. CCC Complaint Procedures and IT Redesign  

• The CCC’s ERO Monitoring Subcommittee (EROMS) presented the conclusive results of 
the 2018 CCC Report on the Electric Reliability Organization (ERO) Stakeholder Survey 
and associated recommendations to the CCC. The CCC approved the report on March 
13, 2019. The CCC provides this report to NERC’s Enterprise-wide Risk Committee 
(EWRC) and is scheduled to discuss the report at the ERWC’s April 2019 meeting. 

• Conducted a CCC Alignment Working Group (AWG) meeting, where the AWG reviewed 
ongoing activities, discussed the ERO Compliance Oversight Plan process, provided input 
into the Align project, and reviewed the CORES project.   AWG members also provided 
substantive feedback to the ERO on two proposed CMEP Practice Guides as 
consideration to strengthen clarity of communication to industry. 



  

• Identified CCC member volunteers to support NERC and observe the audit of the 
Compliance Monitoring and Enforcement Program (CMEP) and the Organization and 
Registration Certification Program (ORCP) that will be conducted in 2019. 

• Completed the annual election and approved the following individuals to serve on its 
behalf as the Nominating Subcommittee:  

 Daniela Cismaru - AESO, 

  John Allen – City Utilities of Springfield,  

 Ashley Stringer - OMPA,  

 Silvia Parada-Mitchell - FPL and, 

 Greg Campoli - NYISO.   

Per the CCC Charter, Chair Flandermeyer appointed Daniela Cismaru as the Nominating 
Subcommittee Chair. 

• Completed a review activities, including the annual review of the criteria NERC uses to 
assess the Compliance Monitoring and Enforcement Program, the Reliability Standard 
Audit Worksheet template, and a review of “CCCPP-011-1 Procedure to Become a 
Prequalified Organization Eligible to Submit Implementation Guidance to the ERO.”   
CPPS determined no material changes were needed now.   

• Reviewed CCCPP-001 to clarify and identify enhancements related to submission of 
complaints to NERC’s Internal Audit Director and the CCC. 

 
The next CCC meeting will be June 18-19, 2019 in Chicago, IL at the Exelon offices. 
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To: NERC Board of Trustees (BOT) 

From:  Thomas J. Galloway, NATF President and CEO  

Date:  April 15, 2019 

Subject: NATF Periodic Report to the NERC BOT (May 2019) 

Attachments:  NATF External Newsletter (April 2019) 

With the recent signing of an updated memorandum of understanding between our organizations, we look 

forward to enhancing NATF-NERC coordination and collaboration to positively impact reliability, resilience, and 

security of the bulk power system.   

The attached April NATF external newsletter, which is also available on our public website at 

www.natf.net/news/newsletters, and summaries below highlight recent NATF industry efforts and 

collaboration. 

Meetings and Workshops 

Human Performance Conference (March 26-28) 
Nearly 400 participants attended this year’s NERC-NATF conference, which featured excellent presentations on 

the academics and theory of human performance as well as sharing of individual experiences.  A first for this 

conference was a panel session on assistance visits performed for NATF members that addressed both the 

human performance process and recommendations that resulted from the visit.  The extensive pre-planning and 

coordination between NERC and NATF were key to the success of the conference. 

Resiliency Summit (April 3-4) 
This year’s summit—co-hosted by the NATF, EPRI, and NERC—was designed to move the industry towards the 

development and adoption of practical, cost-effective solutions to address the resiliency needs.  Utilities 

discussed a range of resiliency topics, including their approach to an incident command structure (ICS) and 

physical security related to unmanned aerial systems.  In addition, representatives from the US Department of 

Homeland Security (DHS), FERC, and the White House National Security Council (NSC) offered regulatory 

perspectives. 

Projects and Documents 

Relay Performance During Stable Power Swings Reference Document 
As mentioned in the newsletter, PRC-026 requires a new type of evaluation.  NATF members worked together to 

fill an industry need by creating functional attributes for developing software requirement specifications.  

Supply Chain Cyber Security 
NATF work in this area is geared to establish overall guidance and a common set of cyber security parameters 

for supply chain products and services specific to the electric industry that entities can use for effective and 

efficient management of evolving cyber security supply chain risks to reliability. 

Agenda Item 8b 
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To-date, we have published two documents to our public website for industry use: 

1. NATF CIP-013-1 Implementation Guidance (Version 2) 

2. Cyber Security Supply Chain Risk Management Guidance 

Version one of the “NATF CIP-013-1 Implementation Guidance” document was not endorsed as NERC 

“Implementation Guidance,” but the NATF updated the document based on feedback from FERC, NERC, and the 

Regional Entities and resubmitted to NERC on April 5.  We requested an expedited review due to the compliance 

timeline for the industry. 

As a next step, the NATF has begun scoping an effort to assist members with obtaining security assurance 

beyond the CIP-013-1 requirements while streamlining their implementation of the standard.  This work involves 

(1) identifying and maintaining criteria for distinct supply chain products and services and (2) developing a 

common reporting format for the criteria for members and industry to use.  We’ve had some preliminary 

discussions with members, vendors, and regulators, all of whom have noted the value in mapping existing 

frameworks to customize acceptable cyber security supply chain criteria in the electric utility industry. 

Grid Security Emergencies  
Section 215A of the Federal Power Act, added via amendment by section 61003 of Public Law 114-94 (the Fixing 

America’s Surface Transportation Act or “FAST Act”), gives the Secretary of Energy certain authorities to issue an 

emergency order following the President’s written declaration of a “grid security emergency” (GSE) as defined in 

the statute:  

The term ‘grid security emergency’ means the occurrence or imminent danger of—(A). . . a 

malicious act using electronic communication or an electromagnetic pulse, or a geomagnetic 

storm event . . . and . . . disruption of the operation of such devices or networks, with significant 

adverse effects on the reliability of critical electric infrastructure or of defense critical electric 

infrastructure, as a result of such act or event; or (B) . . . a direct physical attack on critical 

electric infrastructure or on defense critical electric infrastructure; and . . . significant adverse 

effects on the reliability of critical electric infrastructure or of defense critical electric 

infrastructure as a result of such physical attack. 

Because of the specialized knowledge required and wide range of designs and practices inherent in the 

companies that own and operate the Bulk Power System, the NATF formed a team to offer recommendations 

on:  

• Communication between the U.S. Department of Energy (DOE) and the electricity subsector after the 

declaration of a GSE  

• Suggested criteria for declaring a GSE  

• Emergency operations and waivers associated with issuance of a GSE order  

In October 2018, the team completed a document to address the GMD threat noted in the FAST Act’s GSE 

definition.  In 2019, the team is focusing its work on the other three threats (physical security, cyber security, 

and EMP).  The document will be finalized in June and presented to the ESCC at its July meeting, and some 

content will likely be included in this year’s GridEx V tabletop. 

https://www.govinfo.gov/content/pkg/PLAW-114publ94/html/PLAW-114publ94.htm
https://www.govinfo.gov/content/pkg/PLAW-114publ94/html/PLAW-114publ94.htm
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North American Transmission Forum External Newsletter 
April 2019 

NATF Posts Document to Assist Industry with PRC-026-1 Tools 
The NATF has posted the “Relay Performance During Stable Power Swings (PRC-026-1) Evaluation Tools 
Reference Document” to our public website for industry use.  

NERC Reliability Standard PRC-026-1, “Relay Performance During Stable Power Swings,” requires utilities to 
evaluate the performance of various load-responsive protective relays in response to stable power swings 
during non-fault conditions.  Impedance-based relays are evaluated against a power swing region defined by the 
standard.  This evaluation is unlike any analysis currently performed when setting most impedance-based 
relays.  Thus new power swing analysis functions are needed within commercial protection system analysis 
tools, or utilities must develop custom calculators using general-purpose spreadsheets or engineering 
calculation software.  

This document lists functional attributes for either type of tool.  Tool developers may reference this list when 
developing software requirements specifications. 

NATF and NERC Sign Updated MOU 
NATF President and CEO Tom Galloway and North American Electric Reliability Corporation (NERC) President 
and CEO Jim Robb recently signed an updated memorandum of understanding (MOU) between the two 
organizations.  The MOU is designed to facilitate collaboration and leverage respective and collective strengths 
to identify existing and emerging risks, prioritize actions, and implement mitigation strategies to advance the 
reliability, resilience, and security of the Bulk Power System.   

“The NATF and NERC recognize the importance of efficient and effective coordination and collaboration in this 
time of unprecedented industry change,” said Galloway. “This MOU will support our shared goals of identifying 
and addressing risks and advancing reliability, resilience, and security objectives.”  

NATF, NERC, and DOE Conduct Joint Human Performance Conference 
The NATF, NERC, and the Department of Energy (DOE) collaborated on a human performance conference March 
26–28 in Atlanta, Georgia.  The conference brought together experts in a cooperative forum to share best 
practices at the organizational, process, and individual levels to help improve human performance on the Bulk 
Power System. 

NATF Partners with EPRI and NERC on Resiliency Summit 
The NATF, the Electric Power Research Institute (EPRI), and NERC conducted a resiliency summit April 3–4 in 
Charlotte, North Carolina.  The summit focused on grid security emergency preparation and response; incident 
command structure; emergency communications; blackstart and critical load restoration; and actions to address 
cyber security, physical security, and EMP threats.  The collaborative effort addressed the 2018 Reliability Issues 

http://www.natf.net/documents
https://www.nerc.com/pa/rrm/hp/2019_HP_Conference_DL/2019_HP_Conference_Overview.pdf
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Steering Committee (RISC) report recommendation to conduct a comprehensive workshop related to risk profile 
7: Extreme Natural Events. 

NATF CEO Participates in FERC-DOE Security Technical Conference 
NATF President and CEO Tom Galloway participated in the March 28 “Security Investments for Energy 
Infrastructure” technical conference co-hosted by the DOE and Federal Energy Regulatory Commission.  The 
conference was designed to “discuss current cyber and physical security practices used to protect energy 
infrastructure” and “explore how federal and state authorities can provide incentives and cost recovery for 
security investments in energy infrastructure, particularly the electric and natural gas sectors.” 

Galloway served on panel 1 (“Cyber and Physical Security, Best Practices, and Industry and Government 
Engagement”) and emphasized NATF resiliency and security activities; the NATF’s all-hazards approach to 
resiliency, which includes cyber and physical security; and the importance of coordination among the electric 
industry, other industries, and government. 

Workshops and Meetings 
In addition to regular web conferences, NATF working groups hold annual workshops and in-person meetings.  
Recent and upcoming activities include: 

• NERC-NATF-DOE Human Performance Conference and Workshops (March) 
• NATF-EPRI-NERC Transmission Resiliency Summit (April) 
• Compliance Practices Workshop (May) 
• Metrics Working Group Annual Face-to-Face Meeting (May)  
• System Protection Workshop (May) 
• Joint NATF-NERC-EPRI Planning and Modeling Workshop (June) 

Redacted Operating Experience Reports 
Since our last newsletter, we have posted three reports to our public site for members and other utilities to use 
internally and share with their contractors to help improve safety, reliability, and resiliency. 

*** 

For more information about the NATF, please visit www.natf.net. 

https://www.nerc.com/comm/RISC/Related%20Files%20DL/ERO-Reliability-_Risk_Priorities-Report_Board_Accepted_February_2018.pdf
http://www.natf.net/documents
http://www.natf.net/
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North American Generator Forum

TO: NERC Board of Trustees
James B. Robb, President and CEO

FROM: Allen D. Schriver, Chief Operating Officer, North
American Generator Forum (NAGF)

DATE: April 23, 2019

SUBJECT: NAGF 2019 Spring Report
---------------------------------------------------------------------------------------------------

The NAGF continues to participate and support the NERC Inverter-Based Resource
Performance Task Force (IRPTF) and the IEEE P2800 effort. The NAGF will be supporting
the work on the NERC Reliability Guideline: Interconnection Agreement Improvements
for Inverter-based Resources and will be able to contribute through discussions and points
made in the NAGF Inverter Interconnection Specification developed in 2018 by the NAGF
Variable Resources Working Group and through the participation of members who attend
the calls.

On 3/14, the NAGF attended NERC Reliability Leadership Summit in Washington, D.C.
The NAGF advised its membership on discussions at the Summit, noting the Department of
Energy statement that from their perspective, the U.S. had traditionally had one critical
system - the electric power system. Now, the U.S. has a second critical system - the gas
pipeline system. In addition, FERC commented that we now have a whole new power
system due to the changing resource mix and its operational attributes including the
response to system events, the growth of renewables on the distribution system which has
changed the shape of the load curve and the change in load response. FERC also stated
the industry needs to do an analysis of the changing system to improve decision making.
One interesting point that came up during informal discussions is the third critical system
that may be developing is the communications system due to the increasing levels of remote
operations plus the increasing volume of data that must be exchanged.

The NAGF participated in the Electric-Gas Working Group (EGWG) kickoff webinar held
on April 4, 2019. The NAGF plans to actively support this working group by providing
information regarding generator operation, economics, fuel procurement, and other
supporting information as requested to help ensure that the generator perspective for fuel
disruption risks as well as fuel resilience are understood and accounted for.
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The NAGF continues to work with membership regarding the testing of AVR protective 

functions and applicability of PRC-005-6. The NAGF shared membership 
questions/concerns with NERC and NERC responses were received in February 2019. On 
March 22nd, the NAGF held a webinar for members to review NERC’s responses and 

determined that the existing wording in PRC-005-6 does not provide enough clarity 
regarding applicability to AVR protective functions. Therefore, the NAGF is currently drafting 
a SAR requesting additional guidance be added to NERC Standard PRC-005-6, the PRC-
005-6 Supplementary Reference, and the FAQ.  

 
In response to NERC’s request for information on the applicability of PRC-025-2 for 

inverter based generators, the NAGF forwarded the NERC PRC-025-2 Applicability Survey 
to its members. The survey results were then shared with NERC. In addition, members have 
raised questions regarding implementation of PRC-025-2 Attachment 1. The NAGF reached 
out to NERC in early April 2019 to discuss the questions/concerns and to determine next 
steps. 

 
  The NAGF is planning to participate in the Distributed Energy Resources (DER) Forum 
at the NPCC Regional Standards Committee (RSC) meeting scheduled for May 16th. Topics 
to be discussed include: 

- BPS Reliability Implications of High Levels of Inverter-Based Resources 
- NYISO Presentation on DER 
- ITWG Presentation on IEEE 1547 and NY Interconnection of DER 
- DPS Presentation on DER 
- DER, Approach to Regional Guidance 

  


	Board of Trustees Meeting Agenda - May 9, 2019
	NERC Antitrust Compliance Guidelines
	Agenda Item 1a - Draft Minutes - February 7, 2019
	Agenda Item 2a - CIPC Membership
	Agenda Item 2b - RISC Membership
	Agenda Item 2c - CCC Membership
	Agenda Item 2d - PC Membership
	Agenda Item 2e - SC Charter Amendments
	Standards Committee Charter - REDLINE

	Agenda Item 5a -Reliability Standard IRO-002-6 – Reliability Coordination – Monitoring and Analysis
	Agenda Item 5b - Standards Efficiency Review
	Agenda Item 5c - CIP-003-8 Cyber Security — Security Management Controls
	Agenda Item 5d - Supply Chain Report
	Attachment 1 -Draft Cyber Security Supply Chain Risks Staff Report and Recommended Actions 

	Agenda Item 6a - ERO Five-Year Assessment
	Agenda Item 6b - Reliability Coordinator Function in the Western Interconnection
	Agenda Item 7a - OC Report
	Agenda Item 7b - PC Report
	Agenda Item 7c - CIPC Report
	Agenda Item 7e - PCGC Report
	Agenda Item 7f - SC Report
	Agenda Item 7g - RISC Report
	Agenda Item 7h - CCC Report
	Agenda Item 8b - NATF Report
	Agenda Item 8c - NAGF Report











Antitrust Compliance Guidelines



I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably restrains competition. This policy requires the avoidance of any conduct that violates, or that might appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or among competitors regarding prices, availability of service, product design, terms of sale, division of markets, allocation of customers or any other activity that unreasonably restrains competition.



It is the responsibility of every NERC participant and employee who may in any way affect NERC’s compliance with the antitrust laws to carry out this commitment.



Antitrust laws are complex and subject to court interpretation that can vary over time and from one court to another. The purpose of these guidelines is to alert NERC participants and employees to potential antitrust problems and to set forth policies to be followed with respect to activities that may involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel immediately.



II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference calls and in informal discussions):

· Discussions involving pricing information, especially margin (profit) and internal cost information and participants’ expectations as to their future prices or internal costs.

· Discussions of a participant’s marketing strategies.

· Discussions regarding how customers and geographical areas are to be divided among competitors.

· Discussions concerning the exclusion of competitors from markets.

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or suppliers.























· Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s General Counsel before being discussed.



III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may have a negative impact on particular entities and thus in that sense adversely impact competition.

Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the matter during NERC meetings and in other NERC-related communications.



You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.



In addition, all discussions in NERC meetings and other NERC-related communications should be within the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within the scope of the published agenda for the meeting.



No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry participant or group of participants a competitive advantage over other participants. In particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability standards should not be influenced by anti-competitive motivations.



Subject to the foregoing restrictions, participants in NERC activities may discuss:

· Reliability matters relating to the bulk power system, including operation and planning matters such as establishing or revising reliability standards, special operating procedures, operating transfer capabilities, and plans for new facilities.

· Matters relating to the impact of reliability standards for the bulk power system on electricity markets, and the impact of electricity market operations on the reliability of the bulk power system.

· Proposed filings or other communications with state or federal regulatory authorities or other governmental entities.

· Matters relating to the internal governance, management and operation of NERC, such as nominations for vacant committee positions, budgeting and assessments, and employment matters; and procedural matters such as planning and scheduling meetings.
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